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Chapter 1

Introduction

1.1 Motivation

Industry 4.0, known as the “fourth industrial revolution”, represents
the era of interconnected and automated systems that exploit advanced
digital technologies to improve industrial processes. Through real-time
data exchange and automation, companies can optimise production,
improve supply chain management and develop smarter products and
services, increasing productivity and innovation. Today’s industrial
processes have reached a high level of complexity and automation, thanks
to the implementation of advanced “Operating Technology” (OT). It
is a set of hardware and software devices that allow the control and
monitoring of industrial processes. Moreover, it is particularly used
within critical infrastructures where continuous, real-time monitoring of
industrial processes is required. A main component of OT systems are
“Industrial Control Systems” (ICS) that ensure the security and reliability
of industrial processes. The use of these systems allow the control
and management of devices used in the industrial environment such as
“Programmable Logic Controller” (PLC) and “Human Machine Interface”
(HMI). These systems make it possible to automate the management
of production and the critical infrastructure to which the devices are
connected. These systems have good reliability and a high response
time in the management of industrial processes. OT systems exploit
technologies to improve the efficiency of industrial processes. Another
example of ICS are the “Distributed Control Systems” (DCS) used to
monitor and control complex industrial processes. An attack on these
devices can compromise the security of the industrial infrastructure and
for this reason the security of OT systems is essential to guarantee the
integrity, availability, and confidentiality of industrial processes. These
systems are the essential infrastructure for monitoring and controlling
industrial processes. In this regard, it is necessary to emphasise the
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increasing convergence with information systems (IT). They are oriented
towards managing digital information and supporting business activities
while OT systems are oriented towards the control of physical processes.
From a security perspective, the two systems have different priorities.
Indeed, OT systems allow to avoid physical damage and production
interruptions, while IT systems focus on corporate privacy. Instead,
from a networking perspective, IT and OT networks are separated by
a clear segmentation of the network to facilitate monitoring, but this
division is not always effective because a direct link between the data
cannot always be found. Therefore, in recent years, companies have been
trying to find ways to improve the interconnection between IT and OT
networks [1] to optimise processes. Within industrial processes, IoT [2]
systems play a crucial role in industry today, thanks to the possibility
of creating a network of interconnected devices in which, through the
use of different technologies such as actuators and sensors, data can be
sent to a control system that monitors and prevents malfunctions. These
developments have led to greater efficiency, accuracy, and production but
have also introduced new challenges related to cybersecurity. These
processes over time have undergone significant transformation through
technological innovation. The increase of digitization and automation
have provided the possibility to increase efficiency, reduce costs and
achieve better product quality. However, this evolution has brought a
series of challenges, including cybersecurity, which has become a critical
issue in modern industrial processes [3]. The term cybersecurity today is
strictly related to the definition of industrial infrastructure; the goal of
cybersecurity is to ensure that information systems and what is part of
them are protected from cyber-attacks. The basic principles on which it is
based are confidentiality, availability and integrity, and these are the basic
principles that make it possible to protect the system from unwanted
threats. Due to the high interconnection of the various networked devices,
it is not always easy to ensure that these principles are respected, which
is why it is important for every company to adopt strategies to minimise
its vulnerabilities. The difference between threat and vulnerability is not
obvious and there is often confusion between the two terminologies. The
two terms are consequences of each other: the threat is the weakness of
the system caused by a failure to implement a security requirement, while
the vulnerability is the way in which a given threat can be exploited and
which corresponds to its consequence. Protecting industrial processes
has become a crucial priority, as cyber threats can have devastating
consequences for production, the environment and human security. From
the statistics of 2023 [4], each passing month, attacks on the industrial
sector are increasing considerably. From the data provided, even the
countries considered to be the most secure have shown vulnerabilities to
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this series of cyber-attacks, while countries such as Africa show a very
high percentage of attacks. A considerable figure relates to the high
number of malware families that have been detected and blocked in this
calendar year, which clearly exceeds that of previous years. Among the
most prevalent malware families in this area, malicious scripts and fake
HTML pages stand out, as they can be spread either via phishing e-mails
or via the network. The importance of keeping industrial processes at
the forefront of security is crucial. Manufacturing, energy, logistics and
many other sectors depend on these processes. A cyber-attack can cause
serious damage, from disruption of production to loss of sensitive data,
environmental pollution or, in extreme cases, endangering human life.
There are several examples of real attacks on industrial infrastructures
that affected different control systems. Since the most notable attack in
2010 via Stuxnet, a worm realised to attack PLCs used to control uranium
facilities in Iran, the number of attacks has increased dramatically over
the years. For example, Triton is a malware discovered in 2017 designed to
tamper with control systems used to protect critical industrial processes
at a petrochemical plant in the Middle East. Among the most recent,
in 2021 in Oldsmar, Florida, an attack was carried out on the water
treatment plant in which attackers managed to remotely access the
control systems. Also in the same year, vulnerabilities such as “Ripple20”
and “Amnesia:33” were discovered within IoT devices which caused serious
dangers to companies that had adopted these devices. These are just
some of the examples of countless cyber-attacks carried out over the
years and for this reason it is necessary to find a solution that allows
identifying possible threats and the corresponding vulnerabilities so that
they can be mitigated. Due to these repeated cyber-attacks, in recent
years the need has arisen to create processes and methodologies that allow
companies to identify and mitigate cybersecurity threats relating to their
internal infrastructure and the devices used in industrial processes. For
this reason, different methodologies have been created for risk analysis
and some of them can be applied for industrial control processes.
Some examples of these methodologies are:

• CORAS : It is a model-based framework realised for risk assessment,
consisting of eight steps, and applicable across various sectors. It
has the main advantage of using a graphical representation in order
to involve the main stakeholders in the risk assessment, but its
development can be time-consuming and require specific expertise,
and for complex systems the model-based representation may not
be very efficient.

• NIST 800-30 : It is a guide for risk analysis and provides a 4-step
process for identifying and prioritising information security risks. It
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is an approach that can be applied to different information systems
and allows great flexibility so that it can be adapted to the company
using it by implementing only the relevant parts of the guideline.
A complete implementation of the process may require significant
resources in terms of time and technical expertise.

• OCTAVE : It is a methodology that allows to identify and manage
IT risks in 3 different phases. It is designed to be adapted to
medium-sized and large companies. Due to its flexibility, it can be
applied in several contexts and allows the participation of employees
from different organisational areas. It is not suitable for smaller
companies because it is a complex methodology and, in addition,
specific training may be required to apply it. It allows for a general
evaluation by moving away from a holistic approach.

The analysis of these methodologies has revealed that their main disad-
vantage is related to the complexity or size of the company. In particu-
lar, some methodologies necessitate employee training for effective use,
whereas others, due to their complexity and management requirements,
are more suited to larger companies and may not be practical for smaller
companies, where their complexity could result in unclear analysis. For
this reason the objective in this thesis is to create a methodology that
can respect the following characteristics:

• It can be applied to several companies of different sizes through a
simple and flexible approach.

• It is possible for the company to choose the level of complexity that
can bring to the risk assessment process according to the level of
detail with which it decides to analyse the threats.

• It can be useful for companies that have to apply risk analysis on
several products and need to carry out periodic reviews through a
simple and quick assessment.

• It is useful for companies where no special technical knowledge is
required so that interested stakeholders can also be involved.

• It can be applied to several industrial control systems and can be
integrated with other frameworks or standards such as the IEC
62443 - 4 -1 [5].

The methodology proposed in this thesis was applied on a particular
industrial control system, an HMI which is one of the main elements
within an industrial process. The choice to use this device comes from
the collaboration between the University of Verona and a local company,
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V-Research, which allowed me to carry out the risk analysis on a real
HMI device, designed by a customer company. From this collaboration,
the objective was to create a method that is both simple and flexible, and
that complies with the IEC 62443-4-1 standard, which provides guidelines
on how processes related to the security of industrial control systems
should be implemented. For this reason, the aim of this thesis was to
develop a risk assessment methodology with two distinct phases:

• Examine the state of the art of methodologies in the field of cyber-
physical systems (CPS) and OT (Operational Technology) with the
aim of understanding the methodologies that currently exist and
the advantages and disadvantages of each.

• Define a methodology applicable to the devices used in the CPS
environment and, in this specific case, an HMI was chosen as the
main element to apply this methodology. In particular, through
successive steps, the internal structure of the device is identified
(by analyzing the hardware and software architectures), and then
the threats that could affect it. Further, the risk, associated with
each individual threat, is assessed, estimating its severity and how
it may impact the system. Finally, possible mitigation solutions
to each threat are provided and a new risk assessment is carried
out to understand how the mitigation solutions may change the
assessment.

Moreover, this thesis is structured as follows:

• Chapter 1: This first introductory chapter provides a general
overview of issues related to the industrial environment and the
objective of the thesis.

• Chapter 2: The second chapter provides an overview of the main
background concepts needed to better understand the proposed
methodology.

• Chapter 3: The third chapter presents the state of the art in
which a comparison is made between the proposed methodology
and existing ones.

• Chapter 4: The fourth chapter outlines the proposed methodology.

• Chapter 5: The fifth chapter provides a comparison of the method-
ology proposed in this thesis with the “OWASP Risk Rating Method-
ology”.

• Chapter 6: The sixth chapter proposes the conclusions deduced
from the work done by highlighting the problems encountered at
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various stages. Finally, ideas are proposed on how to continue the
present work.
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Chapter 2

Background knowledge

This chapter provides an overview of the main basic concepts of the
methodology proposed in this thesis. In particular, standards and method-
ologies used in the development of this thesis are described and examples
are provided for a better understanding of the concepts.

2.1 Industrial control systems

Industrial control systems are devices that allow the control and monitor-
ing of industrial processes and aim to ensure the security and efficiency
of the operations performed. These systems include several devices,
including:

• SCADA systems: Systems that allow the collection and transfer
of information to a central computer that controls and supervises
the data collected.

• PLC: A device used in an industrial environment that is pro-
grammed to manage and control the devices to which it is con-
nected.

• HMI: A device that allows control and monitoring of the industrial
devices to which it is connected to prevent failures and malfunctions.

• DCS: Distributed control systems are a subset of ICS systems and
aim to manage large-scale industrial plants by distributing func-
tions among the various connected devices through decentralised
management.

To maintain the interconnection between devices within an industrial
process, different protocols can be used for different purposes. the main
protocols used are:
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• Modbus : Serial communication protocol that allows the exchange of
information between a master device and one or more slave devices
responding to the master’s requests.

• OPC UA: a communication protocol designed for secure and reliable
data exchange between control systems. It supports encryption,
authentication and data integrity and it is designed to be used on
different systems and hardware architectures.

• Profinet : Ethernet-based protocol supporting real-time data trans-
mission to interconnect devices between control systems.

• DNP3 : Distributed Network Protocol 3 is a communication protocol
for controlling and monitoring industrial operations. It is based
on a master-slave architecture, supports several levels of physical
communication, and allows proper data transmission.

2.2 IEC 62443 – 4 – 1

The “Security for industrial automation and control systems, Part 4-1:
Secure product development lifecycle requirements” [5] is a standard
that covers the security of control systems in the industrial environment
and provides general guidelines for the design, implementation, and
maintenance of security within industrial processes focusing on product
development requirements. The standard provides a description of the
terminology that are used in the various sections. The standard is also
divided into eight main practices, with subsections providing guidelines
on how to implement a particular feature. A general description of each
practice is given here:

1. Practice 1 - Security management: The standard begins by
defining Practice 1 for the realisation of a process capable of produc-
ing a secure product at every stage of its life cycle. The standard
states that it is important to ensure from the earliest stages of
development that there must be no ambiguity in the realisation
of the documentation; furthermore, it is important that the ob-
jectives are well defined so that there are no contradictions in the
subsequent phases. The last paragraphs of this practice focus on
the cyber-security aspect of business processes; in particular, the
product during the development phase must be protected from
unauthorised modifications and the documentation created must
be constantly updated. In addition, special attention must be paid
to hardware and software components that are implemented within
the product that could lead to unwanted vulnerabilities.
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2. Practice 2 - Specification of security requirements: This
practice plays a crucial role in the product development process. At
this stage, it is necessary to define a process for gathering security
requirements for the product, defining in which context it must be
used. It is important to understand the context in which the device
will be used in order to define the next steps in the development
process. Indeed, the level of physical security and the threats that
could affect the device could change considerably. For example,
section 2 of this practice concerns the realisation of the threat model
for a given product. The threat model is a graphical and textual
representation of the cyber threats that may affect a hardware
or software device. It allows the identification and mitigation of
threats that can be detected in a product to be defined through
successive steps.

3. Practice 3 - Secure by design: This practice provides a gen-
eral view of how the product design phase should be structured,
considering guidelines or, rather, “best practices” to be followed to
implement a secure design. Defining security layers, considering
“defence in depth design”, allows a series of security levels to be
defined that make the system secure in a way that makes it difficult
to attack and bypass.

4. Practice 4 - Secure implementation: This practice provides
guidelines on how to ensure that features are implemented correctly.
In particular, the focus is on the importance of a periodic review
of what has been implemented, from the security requirements to
the analysis of threats that may affect the assets. This makes it
possible to find deprecated libraries or new vulnerabilities that have
not previously been considered.

5. Practice 5 - Security verification and validation testing:
This practice focuses on the importance of testing at various stages
of the product development cycle. In particular, the practice focuses
on the importance of testing starting with the implemented security
requirements and then concentrating on how the detected threats
can be mitigated. In addition, it provides guidelines to follow on
how to detect internal system vulnerabilities like graphical diagrams
or an analysis of known vulnerabilities. The last part of this section
focuses on the importance of having tests carried out by product
developers in order to make the process more efficient.

6. Practice 6 - Management of security - related issues: This
practice focuses on how to manage security issues that may occur
and affect company assets. For example, having a system that
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quickly notifies any problems could avoid further malfunctions. In
particular, it is important that the problem does not increase the
risk and that it is contained when it occurs. Furthermore, it is
essential to understand how far the problem extends in order to
outline which assets are at risk. At the end of this section guidelines
are provided on how to prevent these problems in order to reduce
the risk of them occurring or being repeat such as the ability to
disable or remove features or change harmful elements in the system
design.

7. Practice 7 - Security update management: This section
provides guidelines on how to ensure good management of security
updates. In particular, it focuses on the importance of verifying
that released updates provide the features for which they were made
without creating regression. Furthermore, it is important that each
update is documented and approved before it is authorised for
installation.

8. Practice 8 - Security guidelines: Finally, Practice 8 focuses
on several aspects, such as the safe disposal of the product, to be
followed if a company wants to keep its data confidential, or on the
responsibilities that users must have to use the product correctly,
defining precise privileges. The practice concludes by affirming that
it is important to carry out a periodic review of the documentation
because, over time, new features are added and new industrial
processes are implemented that may lead to a significant change in
the requirements to be adopted.

This standard helps companies realise a complete process and allows
them to control the complete product life cycle.

2.3 Threat modelling

Threat modelling is a process that allows the identification and assessment
of threats [6] that could compromise a system. Through this process,
vulnerabilities and attack scenarios in the system can be identified, al-
lowing companies to implement a prevention plan to reduce the risk of
cyber attacks. Performing this process is one of the steps to be followed
for compliance with IEC 62443-4-1 [5]. Over time, several methodologies
[7] have been developed to optimise the threat modelling process. Some
of the main reasons that justify the existence of these threat modelling
methodologies include:

• Context of application: The realisation of threat modelling depends
on the context in which the system is used. For example, the need
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of this process in critical infrastructures may differ significantly
from those in the financial or healthcare context.

• System complexity : Each threat modelling methodology uses dis-
tinct approaches to identify threats that could compromise a sys-
tem. In instances where the system is particularly complex, it may
be appropriate to adopt a hybrid approach incorporating several
methodologies, in order to conduct a more accurate analysis.

• Improvements in Methodologies: Over time, methodologies are
improved and refined to make the threat modelling process more
efficient. It is important that companies keep updated on develop-
ments in new methodologies.

Over the years, several methodologies have been developed to sat-
isfy each different approach. Some of the most commonly methodolo-
gies of threat modeling are STRIDE [8], DREAD [7], PASTA [9] and
LINDDUN[10]:

• STRIDE: This is a methodology, introduced in 1999 by Microsoft,
based on different steps to identify and categorise threats detected
in a software application. Today, it is the most widely used method-
ology.

• DREAD: This is a methodology for prioritising threats detected
within a software application. DREAD is an acronym and each
letter is a risk analysis category. Indeed, it is possible to define a
numerical value for each category to assess the risk associated with
a specific threat.

• PASTA: PASTA is an acronym for “Process for Attack Simulation
and Threat Analysis”. It is a methodology that consists of seven
distinct phases, and allows to identify and mitigate security risks
in software applications. This is a flexible methodology that can
be adapted to each corporate project in order to detect specific
threats.

• LINDDUN: It is a methodology for maintaining data security and
detecting privacy threats within software or hardware applications.
Like STRIDE and DREAD, LINDDUN is an acronym and each
letter refers to a precise privacy feature. In particular, it is possible
to create a table in which it is possible to mark which privacy
feature is violated.
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2.3.1 Microsoft STRIDE

The STRIDE methodology [8] has been introduced in 1999 by Microsoft
to help developers to identify and mitigate security vulnerabilities in
the software design phase. It is a methodology that allows to categorise
threats that may damage a system and allows associating a risk value
with each identified threat.
STRIDE is an acronym, and each letter refers to a specific threat:

• S (Spoofing): Spoofing is a threat related to activity in which
an attacker falsifies his identity by pretending to be a legitimate
user to gain unauthorised access to the system. Spoofing can be
associated with several activities such as the activity of sending
fake e-mails in which an attacker pretends to be a trusted user.
Moreover, it is the activity of the web spoofing in which an attacker
uses a fake sites to steal sensitive data from website visitors.

• T (Tampering): Tampering is a threat related to the activity in
which an attacker performs an unauthorised modification of data
to tamper with the system attached.

• R (Repudiation): Repudiation is the action in which a user denies
having performed actions. This threat occurs when a user denies
having carried out an operation.

• I (Information disclosure): Information disclosure is related
to the activity in which an attacker performs an unauthorised
disclosure of sensitive information.This threat occurs when a user
accesses information for which he does not have authorisation.

• D (Daniel of Service): Daniel of Service is an attack in which
the attackers’ goal is to alter the proper functioning of the system.
These attacks are conducted with the aim of overloading the server
of the system in use so that users cannot use the service.

• E (Elevation of Privilege): Elevation of privileges is relating
to the activity in which an unauthorised user obtains elevated
privileges with the goal to alter the system.

Microsoft STRIDE loops through four phases (as depicted in Figure
2.1):
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Figure 2.1: Stages of STRIDE Threat Modeling.

• Diagram: In this first phase, it is important to create several
diagrams that can represent the internal structure of the system.
Microsoft suggests using different diagrams depending on the system
to be analysed. For example, the most common diagrams used
in this phase are “deployment diagram” and “data flow diagram”
(DFD):

– Deployment diagram: It is a diagram that allows to represent
the physical and logical disposition of elements within a system.
It makes possible to define the internal components of a system,
to group them, and to show the relationships between the
entities that communicate with the system.

Figure 2.2: Deployment diagram elements

The notation of the deployment diagram consists of a set of
symbols with specific features. The main symbols (as shown
in Figure 2.2) are divided into:

∗ Node: It is a physical element and represents the physical
execution units of the system. This element is represented
by a three-dimensional cube, which can be associated a
stereotype, a term that describes its functionality. Within
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a node, it is possible to include other nodes and compo-
nents. An example of a node can be a mobile device, a
server or any hardware platform.

∗ Component : It is a part of the system and can be used to
define hardware or software elements within the system.
It is advantageous to define dependencies between the
various components in order to provide a more detailed
representation of the system. An example of a component
can be a physical interface or software supported by the
system.

∗ Artifact : It is identifiable as an executable file or data on a
node. Artifacts can be used within nodes and components,
depending on the level of detail considered. An example
of an artefact may be a database, libraries or execution
files.

∗ Interface: An interface is used to define a service or
functionality that a component possesses. This concept is
used to establish a separation between functionality and
its implementation, and interfaces are implemented by
components. An example of functionality may be related
to a listening or reading activity of a component.

∗ Package: It is an element that is used when making
complex diagrams. In particular, it allows elements to
be grouped in order to improve the representation of the
diagram.

– Data flow diagram: The DFD is a diagram that allows the
graphical representation of how information flows within the
system considering the several activities performed by an
external entity such as a user. The potential advantage of
realising a DFD is to identify the system’s functionalities
and the relationships between the elements in order to detect
possible problems and ambiguities in the realisation of the
system. For the realisation of a DFD, it is important to follow
a precise notation in order not to create ambiguity about
the temrinology to be used. Like the deployment diagram,
the DFD also has a precise symbolism and among the main
elements (visible in Figure 2.3), there are:

Figure 2.3: DFD elements
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∗ External Entity : The external entity is an element external
to the system identified as the source or destination of
the data flow. It is typically represented by a geometric
shape such as a rectangle with a unique name identifying
it. An example of an external entity may be a user or a
hardware device that exchanges data with the system.

∗ Process: A process is represented by a geometric shape
similar to a circle in which an identifying name can be
entered. In addition, it makes it possible to identify
the activities and functions performed within the system.
Each process must have at least one data input and one
data output.

∗ Multiple process: A multiple process is an element of
the DFD similar to a process but with the purpose of
defining the presence of multiple processes within it. It is
represented by two concentric circles.

∗ Data store: Typically, the data store is an entity in which
system information is stored. Typically it is directly con-
nected to a process in which information exchange occurs.
Each data store should have at least one data flow in and
one data flow out.

∗ Data flow : The data flow is a line that defines the connec-
tion between external entities, processes and data stores
and defines the flow of information from one element to
another.

∗ Trust boundary : The trust boundary is an element of the
DFD that allows defining the points in which the trust
level changes within the system. The trust boundary is
represented by a dotted straight line where the type of
boundary can be specified.

• Identify : In this phase, it is essential to identify potential threats
that could compromise the system. After creating the Data Flow
Diagram (DFD), it is necessary to proceed through a series of steps:

1. Develop a table assigning the relevant STRIDE threats to each
element of the DFD, in order to obtain a preliminary overview
of the general threats identified in each part of the system.

2. It is possible to use tables created in the previous step to
develop “attack trees”, diagrams that graphically represent the
threats in order to obtain specific threats.

3. Once the threats have been identified, a risk value can be
assigned considering the likelihood and impact factors. The
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value obtained could correspond to four possible levels: Low,
Medium, High and Critical.

• Mitigate: In this phase, it is important to mitigate the threats and
respective vulnerabilities found in the previous phase by defining
appropriate countermeasures.

• Validate: In this last phase, it is important to verify that the re-
quirements defined in the previous phase are implemented correctly.

2.3.2 OWASP Threat Modeling

The “OWASP Threat Modelling” is a methodology developed by OWASP
with the aim of identifying and evaluating security risks for an application.
This methodology allows to analyse the system by considering the point
of view of an attacker and how he might exploit vulnerabilities to attack
the system. This methodology can be divided into three main steps that
allow the realisation of the OWASP threat modelling:

1. The first step allows to decompose the system in order to understand
the application and interactions between the elements within the
system. To do this, OWASP uses tables to identify the main
elements of the system:

• External dependencies : The external dependencies table allows
to define the elements that are external to the system but
depend directly on it. An example of an external dependency
could be software developed by a third-party company.

• Entry points : The table of entry points is useful to identify all
possible points in the system where the exchange of information
with the external environment takes place. An example of
entry points could be I/O interfaces or certain functionalities
such as the possibility of connecting the device in a network.

• Assets: An asset is an element that has value for a company
that owns it. Anything that has an impact on the security of
the system can also be identified as an asset. For this reason,
all the functionality within the system that have an impact on
security can be considered as assets. The creation of this table
makes it possible to identify the assets internal to the system.

• Trust levels: The table of trust levels is useful for identifying
users who can access the system. It allows a distinction to
be made between the types of privileges a user must have in
order to access the different functionalities of the system.
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This methodology uses these tables for the realisation of data flow
diagrams, inspired by the STRIDE methodology.

2. The second step is related to the identification and classification
of threats. In this case, a threat list is defined using the STRIDE
methodology so that a threat analysis can be carried out. This
analysis evaluates threats by considering factors relating to likeli-
hood (the probability of a threat occurring) and impact (relating to
the dangerousness of a cyber attack). Specifically, the risk value is
calculated through the product of likelihood and impact. To make
this risk assessment, OWASP uses “Threat Tree Diagrams”, dia-
grams in which, starting from a threat, it is possible to identify the
associated vulnerabilities and to indicate what can be implemented
to mitigate vulnerability. In addition, OWASP recommends “Use
and Abuse cases”, diagrams that allow to identify vulnerabilities
within the system by considering how a legitimate user can use the
system or an attacker can exploit vulnerabilities to attack the sys-
tem. OWASP uses the DREAD methodology in combination with
STRIDE to assess the risk of each threat. In particular, DREAD
provides risk factors that can be considered as metrics to which a
useful score can be associated.

3. The third and final step allows the determination of countermeasures
related to the threats detected in the previous step and, for each
type of threat, it associates mitigation techniques.

2.4 Risk Assessment

Risk assessment is a process that allows the evaluation of threats that
may attack a system. This process allows companies to make decisions
on how to manage the identified threats by evaluating the associated risk.
Risk is the main element in this process and it is defined [11] via the
following relationship:

R = f(P,G) (2.1)

where:

• P represents the likelihood of a harmful event occurring.

• G represents the severity of the damage and it is called “impact”.
It also defines the severity of the consequences if a damaging event
occurs.

• R represents the risk of a threat occurring in relation to the two
factors P and G.
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The combination of likelihood and impact provides a mathematical
function for risk assessment. Several methodologies for risk assessment
exist [11] and are generally divided into:

• Inductive method: The inductive method assumes the presence
of a malfunction of the hardware or software component within the
system to identify potential consequences.

• Deductive method: The deductive method hypothesises a final
event with the aim of tracing the events that caused it.

Risk analysis methods can also be classified according to different ap-
proaches such as:

• Qualitative method: This method is not based on mathematical
expressions but uses a descriptive method to estimate the risk.
The result of the assessment is not a numerical value but is often
associated with a string that can take the qualitative value of “Low”,
“Medium” or “High”, depending on the severity of the threat.

• Quantitative method: This method is based on mathematical ex-
pressions and considers several metrics to which scores are assigned.
The result is a numerical value that defines the value associated
with a given threat. This methodology is usually adopted to carry
out a detailed assessment.

• Semi-quantitative method: This method is a hybrid approach
of the previous ones. Risk is calculated using a mathematical
expression but in a simplified manner. It is possible to consider
general metrics to which scores are assigned.

• Multi-criteria method: In this method, the risk is calculated
by considering different metrics according to the threat being con-
sidered. In addition, an approximate view of risk assessment is
maintained by considering quantitative aspects. This is a flexi-
ble methodology in which subsequent corrective actions can be
implemented.

The several methods mentioned are characterised by different purposes,
but all follow the same steps for carrying out risk assessment. These can
be summarised in three main steps:

1. Threat identification: In this phase, all threats that could affect
the system to analyse are identified. It is possible to use historical
data or checklists.

20



2. Risk evaluation: This step changes according to the type of method
is possible to use. For example, it is possible to choose a qualitative
or quantitative method.

3. Risk prioritisation: At this stage, it is possible to order the risk
values obtained in order to prioritise the most urgent cases or those
requiring the most attention.

Depending on the method chosen for risk assessment, there are several
different techniques, and the choice depends on the purpose to be achieved.
Following the literature, the most common qualitative techniques are:

• Historical analysis: An analysis of data is carried out considering
different sources and is useful to prevent damaging events that have
already occurred.

• Checklists : Danger or error checklists are created in order to quickly
respond to design specifications and understand which features are
implemented.

• HAZOP analysis: This analysis makes it possible to identify the
risks associated with an activity within the company by comparing
the opinions of different employees.

• SWIFT : This is a study that allows risks to be identified from the
definition of hypotheses in order to cover anomalous cases where a
threat could arise.

Instead, the most common quantitative techniques are:

• FMEA (Failure Modes and Effects Analysis): This analysis makes
it possible to identify the causes and effects of possible anomalies
that may affect a system.

• Security audit : It consists of collecting information on company
security through interviews and questionnaires.

2.4.1 OWASP Risk Rating Methodology

There are several methodologies with different approaches to carry out
a risk assessment, and the “OWASP Risk Rating Methodology” [12] is
an example of these. It is developed by OWASP and allows through
successive steps the risk assessment on threats and vulnerabilities that
could alter a system. As OWASP states, the choice to carry out threat
modelling is only the initial step to ensure the persistence of the product’s
life cycle, but it is also important to estimate which risks could alter
the proper functioning of the system and to understand which risks it
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is important to prioritise. This approach performs the risk assessment
by considering impact and likelihood factors. Moreover, it is based on
a quantitative approach in which risk values are mapped onto a risk
matrix in which each value is associated with a string like “Known”,
“Low”, “Medium”, “High” and “Critical”. In this matrix, the product of
the values obtained from the likelihood and impact factors is calculated.
This methodology is based on 6 different steps:

1. Risk identification: The first step is to identify the risk related
to a given threat that could compromise the target system. It is
preferable to consider the worst case so that the company can have
an overview of the risk for each threat in order to prioritise and
begin threat mitigation.

2. Likelihood estimation: The likelihood estimate is calculated by
considering several metrics. Each metric has an associated set of
scores describing how likely a given event is to occur.

3. Impact estimation: Impact estimation is calculated by consider-
ing several metrics. Each metric has an associated set of scores
describing how likely a given event is to occur.

4. Risk Severity : In this step, risk is calculated using the scores
provided in the previous steps. Specifically, for likelihood and
impact, the score is calculated through the arithmetic mean of the
scores provided previously where each score can be assigned three
different levels, as can be seen in Table 2.1.

Likelihood and Impact levels
0 to <3 Low
3 to <6 Medium
6 to <9 High

Table 2.1: Likelihood and impact levels

Once the two scores are obtained, a new average is calculated to
obtain an overall value. This value is compared with a matrix
(Table 2.2) that provides the severity of the associated risk.
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Overall risk severity

Impact

High Medium High Critical
Medium Low Medium High

Low Known Low Medium
Low Medium High

Likelihood

Table 2.2: OWASP risk matrix

5. Deciding what to fix : Once the various scores have been obtained,
it is important to decide what to fix. A company may decide
to proceed by considering problems that have a high risk value.
Sometimes the company may decide not to follow this order and
prefer to solve problems that it considers more important than
others.

6. Customising the model : It is possible that some scores may not
reflect the actual risk of a threat, and for this reason you may decide
to customise the scores according to other factors or metrics to get
a more accurate assessment.
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Chapter 3

Related works

In [13] the authors analysed the different threat modelling techniques that
can be applied within the software development process. The aim of the
work is to demonstrate the importance of integrating threat identification
and assessment into a single process considering the different levels of risk
associated with each threat. Threat modelling is used today in different
applications such as online and mobile services, or within more complex
processes where there is the interconnection of multiple devices such as
the automation and automotive sectors. In this regard, a collection of
academic articles has been compiled in Table 3.1, which shows a division of
the articles according to the field of application. In particular, each author
has been associated with the title of their article and the application of
the proposed methodology in order to have a general overview of the
different threat modelling methodologies that exist today.
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Titles Applications
Threat modeling of a mobile device management
system for secure smart work. [14]
Security for Mobile Operators in Practice. [15]

Mobile device

Introducing OSSF: A Framework for Online Ser-
vice Cybersecurity Risk Management. [16]
Threat modeling approaches and tools for secur-
ing architectural designs of an e-banking applica-
tion. [17]

Online service

Energy-Theft Detection Issues for Advanced Me-
tering Infrastructure in Smart Grid. [18]

Smart grid

Modular analysis and modelling of risk scenarios
with dependencies. [19]

Power supply system

Towards a Security Architecture for IP-Based
Optical Transmission Systems. [20]

Telecommunication sys-
tems

A STRIDE-Based Threat Model for Telehealth
Systems. [21]

Telehealth system

Threat Modelling and Risk Assessment Within
Vehicular Systems. [22]

Automotive industry

A methodology for the risk analysis of industrial
control systems

Industry 4.0

Table 3.1: Threat modelling applications

The table shows that there are different areas of application of threat
modelling and different methodologies have been developed in each of
these cases. In some cases, more than one study has been conducted for
the same area of application in order to cover specific cases. In [23] the
authors collected a set of academic articles on different types of threat
modelling and carried out an analysis of the existing methodologies
and approaches used. Their aim was to gather as much information
as possible on the various existing methodologies by categorising the
various approaches used. From the results obtained, there is a tendency
to use graphical representations to allow the reader to understand the
proposed methodology, and there is also evidence of a greater realisation of
manual methodologies than automated ones. NIST (National Institute of
Standards and Technology) [24] has published a guideline on carrying out
risk assessment consisting of several steps that can be applied in different
application contexts. In this guideline, possible approaches to assessment
are presented, identifying the main advantages and disadvantages of
each approach. It can be seen that a quantitative approach is used for
cost-benefit analyses, but the scoring of the different factors is not always
clear and explanations may be unclear. Furthermore, it may be accurate
and consistent in results, but can have negative effects such as cost in
terms of time and the need for employee training. Instead, as NIST states,
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a qualitative approach uses a category-based assessment by associating
a descriptive expression with a range of values. This approach does not
allow for an accurate assessment due to the small ranges. In fact, if a
category of values is not associated with a description, it can lead to
misunderstandings. One of the sectors most affected by cyber attacks
in recent years is industry. The objective of this thesis is to propose
a new methodology for the risk assessment of threats that may affect
devices used in this area. In February 2020, in [25] the author provided
a general overview of the importance of conducting a risk assessment
within the industry 4.0 ecosystem. This article analyses possible threats
and vulnerabilities that can cause damage to companies and their control
systems. By using different tools, it was possible to group a set of cyber-
attacks and classify them following precise metrics. Suzen analysed the
main threats that could compromise company security, such as a lack
of staff training or a weak network infrastructure. Then, measures to
prevent these vulnerabilities were provided. This work has led to the
conclusion that one of the possible solutions to minimise the damage
caused by cyber attacks is the adoption of one or more risk assessment
methodologies in relation to the application and system to be protected.
From the conclusions provided by [25], an analysis of the different risk
assessment processes was carried out in this chapter, considering the
different methodologies that can be applied in order to understand which
methodologies are applied within the industrial scenario and in which
context. Several studies [22] [26] [13] [27] have been carried out on
different domains of industrial application. In [26] the authors published
a paper proposing a risk assessment methodology for calculating the
financial losses caused by cyber attacks performing a cost-benefit analysis
on the adoption of hardware or software devices. In [27], an automated
risk assessment methodology was proposed for evaluating possible risks
to critical devices related to the Industrial Control System (ICS) but still
the methodology is not precise and accurate enough on the scores and
needs to be extended to the attack models analysed. In [22] the authors
analysed some threat modelling and risk assessment methodologies and
applied them to the automotive sector. They provided an overview of
the most popular methodologies considering threat modelling and risk
assessment. Moreover, they carried out a risk assessment by applying all
the different proposed methodologies to understand which of them is the
most appropriate for the automotive domain. The result of this study
showed that STRIDE is a valid choice for automotive threat modelling.
This study concluded that the “OWASP Risk Rating Methodology” is not
appropriate for this domain as it does not emphasise asset information
on each specific threat. The OWASP methodology is also analysed in
this thesis to make a comparison with the proposed methodology. The
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result is the same as that of [22] and shows that OWASP does not use
precise metrics for each type of threat causing an inaccurate assessment.
In [22], [26] [13], and [27] is evident the importance of integrating the
processes of threat identification and threat assessment within a process
in order to achieve a comprehensive analysis of the system from a threat
perspective. In [13] authors analysed traditional risk assessment and
threat modelling techniques such as STRIDE, PASTA and TRIKE and
came to the conclusion that STRIDE, individually, is not sufficient to
carry out a risk assessment because it does not allows the quantification
of the cost of identified threats and does not allows the generation of a
list of threats. For this reason, to be able to carry out threat modelling
that also includes a detailed risk assessment phase, it is possible to use a
hybrid approach that allows several threat modelling methodologies to be
combined. In 2022 [28], the authors realised a threat modelling that allows
the STRIDE methodology to be combined with the DREAD methodology.
Indeed, while the STRIDE methodology allows threats to be identified
and classified, the DREAD methodology allows vulnerabilities detected
in the previous phases to be evaluated. DREAD allows scores to be
assigned to metrics divided into categories to subsequently calculate
their average. Similar work was carried out in 2016 by [29] in which a
quantitative risk assessment methodology was proposed by combining
the two methodologies STRIDE and CVSS. This process allowed for
an accurate assessment of the vulnerabilities detected. The STRIDE
methodology was used to build an attack tree to obtain the vulnerabilities
for each threat and then the CVSS methodology was used to assign a risk
value to the vulnerabilities. The work of this thesis aims to provide a new
methodology that makes the risk assessment process flexible and efficient.
This methodology takes inspiration from STRIDE for the analysis of the
system and then by means of a qualitative approach the system analysis
is carried out from a set of specific threats.
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Chapter 4

Methodology

In this chapter, a new methodology for the threat analysis and risk
assessment of industrial devices is proposed.

4.1 Proposed methodology

This thesis is the result of a collaboration between the University of
Verona and V-Research with the aim of realising a flexible and efficient
methodology for risk assessment that is compliant with IEC 62443-4-1
standard (see 2.2). The proposed methodology is divided into six different
steps:

1. Device identification: The first step allows to identify the device
to apply this methodology.

2. Device analysis: This step allows a complete analysis of the
device considering its internal structure and the external entities
with which it communicates.

3. Threat identification: The third step of this methodology allows
the identification of threats that may compromise the device.

4. Risk evaluation: The risk assessment allows a score to be associ-
ated with each threat detected.

5. Mitigation: The mitigation phase makes it possible to define a
set of solutions to mitigate the risk associated with each threat
and to understand how the solutions adopted can change the risk
assessment.

The next subsections will present each of the steps of the methodology.
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4.1.1 Step 1: Device identification

The device chosen to implement this methodology is an HMI (Human
Machine Interface) produced by a V-Research customer company, de-
signed for monitoring and controlling industrial operations. This step
is based on the first two sections of “Practice Two” (see 2) of the IEC
62443-4-1 standard:

1. The initial section defines the “Product security context”, a guideline
to assist employees in identifying the application context of the
product.

2. The second section introduces the concept of “Threat Modeling”
and provides a list of features for applying this process.

Product security context

Practice 2 (see 2 for further details) of the IEC 62443-4-1 standard
defines a section titled “Product security context”, offering guidance on
recognizing the operational environment of a device within an industrial
process. The core of the risk assessment process in this methodology is
to identify the security context of the product. This makes it possible to
identify the environment in which the device operates and facilitates the
identification of potential threats in subsequent steps.

This section of the standard defines four key points for identifying the
context in which the device is used. These points are categorised into:

1. Location in the network: The aim is to gather useful informa-
tion about the network used by the device within the industrial
environment, such as whether it has a network connection or the
network topology.

2. Physical or cyber security: The standard recommends docu-
menting both the physical and cyber security aspects implemented
within the environment where the device is used.

3. Isolation: It is necessary to determine whether the device is con-
nected to the network. A device without network connectivity has
a reduced risk of potential cyber-attacks.

4. Potential impact to the environment: It proposes the as-
sessment of environmental damage resulting from the misuse or
potential violation of the device.

• Defence in depth strategy : The concept of “deep defence” is
based on defining a set of security layers to safeguard the
system and reduce the likelihood of successful cyber attacks.
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The implementation of security levels depends on the specific
environment in which the device is located. The goal in this
point is to identify the different security levels implemented
in the environment in which the device is used.

The methodology includes a template designed to illustrate the four
points defined in the standard section. For each point, a series of ques-
tions was formulated to acquire information on the environment in which
the device is used by the company. In this regard, the template created
is illustrated below, and for each of the questions there are the answers
provided by the company producing the device adopted for this method-
ology. The first set of questions concerns “Location in the network” where
six questions were defined to understand how the device is connected to
the network. In particular, several information can be obtained through
these answers, such as whether the device is used in an industrial envi-
ronment, whether it is connected in a private network and whether it can
be accessed remotely:

1. Does the device have internet access?

• ⊠ Yes.
• □ No.

2. Which types of networks are involved with the device?

• The device supports different types of network configurations
such as LAN, intranet and VPN connections.

3. Is the device installed on a private network?

• ⊠ Yes.
• □ No.

4. Is the device accessible from a corporate network or even from a
remote location?

• Yes, the device is accessible from a corporate network and a
remote location.

5. In what types of networks is the device used? Select your choice:

• ⊠ Industrial networks.
• □ Clinical networks.
• □ Military networks.

6. Does the device have a central or peripheral role in the topology of
the network?
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• The device is part of a group of devices inside the network
with the objective to monitor the industrial process.

For “Physical and cyber security”, two general questions were formu-
lated to understand the types of physical and IT security implemented in
the environment in which the device is located:

1. Does the device require physical access control to ensure security?

• Yes, access control is required when it is necessary.

2. Does the device require specific controls regarding network and
information security?

• The device must be checked periodically, and access control
must be documented.

The answers show that the environment ensures a controlled access
policy, and each access to the environment is carefully monitored and
documented. For the point concerning the “Isolation” of the device,
a single question was defined in to understand whether the device is
networked:

1. Is isolation from the mains required for the product?

• No, the product is connected to the network to send operational
data.

For this application, the device requires a network connection to
receive data on the operations of other connected devices and to manage
control operations. The “Potential impact to the environment” was divided
into two groups of questions to include the “Defence in depth strategy”.
The initial set of questions were included to understand whether improper
use of the device could cause damage within the environment in which it
is located:

1. Is the device installed in a safety-critical environment?

• The device is installed in a controlled industrial environment
with different security levels.

2. Can a violation of the device cause economic and/or reputation
damage to the company?

• Yes, a violation of the device can cause economic and repudia-
tion damage.

31



3. Is the device located in a network where other devices can be
reached?

• Yes, the device is in a network where other devices are present.

From the answers provided, it can be seen that the device is intercon-
nected with other industrial devices and a violation of the device could
lead to repudiation and financial damage. The “Defence in depth strategy”
is an approach based on several principles, which allows the identification
and diversification of security levels to increase the resilience of the system
against attacks. In these questions, the goal is to understand how many
security levels were implemented or could be implemented to make the
device secure:

1. Does the product allow you to implement a policy that defines the
use of secure passwords?

• Yes, the device has many features that allow you to implement
secure password policy.

2. Does the product provide a backup and restore mechanism?

• Yes, the device has a factory reset functionality that allow you
to restore the system; moreover, the device is connected to
the network where data are stored in a secure database.

3. Is it possible to define a mechanism for managing user privileges?

• Yes, Inside the company each employee has a precise role and
precise privileges and only the authorized employee can use
the device.

4. Is remote access to the device possible?

• Yes, there is a functionality that allow you to manage the
device through remote access.

The responses to these questions offer information about the charac-
teristics of the device’s usage environment, taking into account different
security aspects across various levels. This information helps to assess
the overall safety of the environment for the device, facilitating potential
improvements during the design phase.

4.1.2 Step 2: Device analysis

The second step of the methodology aims at identifying the internal and
external elements of the HMI device and understanding their communi-
cation dynamics. The execution of this step is based on the “OWASP
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Threat Modeling Methodology” (2.3.2), that supports a similar process.
However, in this thesis, a distinct approach is employed, compliant with
the guidelines provided in the IEC 62443-4-1 standard. Specifically, the
second section of Practice 2 of the standard, known as “Threat model”,
provides guidelines on executing the threat modeling process. This sec-
tion defines the elements to be identified within the threat modeling
process such as external entities and internal processes defining data flow
and security boundaries. Three types of graphical representations were
selected to illustrate these characteristics:

• Deployment diagram: This diagram provides an overview of the
HMI device, helping to identify the main entities, components, and
communication protocols implemented.

• Data tables: A series of data tables were realised to represent the
main system assets, entry points, and external dependencies of the
system.

• Data Flow Diagram: This diagram allows the identification of
the main processes associated with the use of the HMI device.
Specifically, it helps identify data stores, trust boundaries, and the
data flow between different processes.

Deployment diagram

From the initial stages of the risk assessment process, it is important to
obtain a lot of information about the device to be analyzed. This phase
allows us to understand the elements with which the device communi-
cates within its usage environment and allows us to identify its internal
components. To respect these requirements, a deployment diagram was
adopted in this thesis (as can be seen in Figure 4.1).
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Figure 4.1: HMI device deployment diagram

Within the diagram, some of the fundamental components of the
deployment diagram (see 2.2 for further details), such as nodes, compo-
nents, and packages were adopted. Each node and component is assigned
a stereotype to provide a descriptive name for that element. Specifically:

• Nodes: This scheme contains six nodes, with the primary node
associated with the HMI device acting as the central component
of the system. These nodes represent the foundational elements of
the system. Notably, the HMI node establishes direct connections
to the PLC, Cloud, and two PC nodes, facilitating data exchange
among them. This connection allows the identification of devices
involved in data interactions. The operating machine node is
directly linked to a PLC, allowing various machine components to
transmit operational information to the PLC, while the PLC sends
commands to change machinery operations. Additionally, two PC
nodes are present, indicating the capability to communicate and
transfer data through a local PC or a PC located remotely, using
an appropriate communication protocol.

• Components : The components are distributed among various nodes,
with specific organisation within the main node, structured into
packages for more clarity. Within the HMI node, it is possible
to distinguish software and hardware components integrated in
the device. Among the software components, there is the Soft1
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software that is a key element that enables the management and
customisation of the main interface of the HMI device, optimising
the monitoring of industrial operations. I/O components include an
Ethernet port, a USB port and a Wi-Fi interface, which facilitate
the connection with the external environment and other devices.
Consideration of these components makes it possible to identify
possible access points that could be exploited by potential attackers
in order to compromise the system.

• Connectors: Within the deployment diagram, connectors allow
communications between the various components and with external
nodes to be delineated. In particular, two types of connectors were
used for this diagram:

– The association connector is used to generically define the
relationship between two components or nodes through a link
where information is exchanged in both directions.

– The communication path provides a more detailed definition of
how information flows between components or nodes. In the
context of the diagram, certain connectors include a description
of the type of protocol supported for communication between
elements.

The creation of this diagram offers an overview of the device under
consideration. Moreover, from a cyber security perspective, this diagram
provides information about potential access points and devices that could
be exploited by attackers to compromise the device or steal sensitive
data.

Data tables

In this section, the analysis process continues considering the hardware
system. During this phase, tables containing various aspects of the
system were realised individually. The deployment diagram created in
the previous phase facilitates the realisation of these tables by offering
an initial representation of the system elements. In this context, the
components and functionalities of the device are described and analysed
using tables. Four tables were realised:

• External dependencies table: Table containing a description of the
devices that interact externally with the system and the supported
hardware and software components.

• Entry points table: Table containing a list of device components
that can be exploited as entry points for information exchange.
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• Assets table: This table contains elements (data or functionalities)
that have value to the company and are of interest to potential
attackers.

• Trust levels table: This table defines the levels of security guaranteed
by the system in order to distinguish the users and their respective
roles that have access to the system.

The purpose of the external dependencies table is to identify external
elements of the device that interact with it. Usually, these dependencies
are selected elements of the organisation and are monitored to prevent
potential threats.

External dependence
Components ID Description

Physical devices ED - 1 The device can be connected to a PLC
for the purpose of exchanging machinery
information.

ED - 2 The device can be connected to a personal
computer to exchange sensitive data or
update software within the system.

Cloud ED - 3 The device has the ability to exchange sen-
sitive information through an external
database with other devices

Software ED - 4 Soft1 is a project management application
for monitoring industrial processes.

ED - 5 Soft PLC is the development environ-
ment installed in the device that allows
centralised programming of the control sys-
tem

Table 4.1: Table of external dependencies

The Table 4.1 was organised in three distinctive columns:

• Components: A unique name is associated with each component
external to the device.

• ID : Each component is associated with a unique identifier (ID).

• Description: A detailed description is given to each component.

Components external to the device were categorised in the table as
follows:

• Physical Devices : Physical devices represent the external elements
with which the HMI device interacts, such as PLCs or PCs, to
facilitate data exchange.
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• Cloud : The cloud manages and stores the information flowing
within the system and between the various external components.

• Software: External software integrated in the device is classified as
an external dependency because it can be developed by third-party
companies.

• Security requirements: The security requirements define the proto-
cols and cryptographic algorithms supported within the device.

• Architecture: From the initial design stages, the company must
choose the architecture of the device. For example, the choice be-
tween a Linux distribution or a Windows system may have different
consequences in terms of resources and security.

• Web: The decision to connect the device to the Internet and use a
web browser can have significant security implications, depending
on the type of application used for the web connection.

For a detailed analysis of the device, in addition to considering its
constituent elements, it is important to understand which users can access
the device and what operations they can perform. For this reason, Table
“Trust level” (4.2) has been realised to answer these needs.

Trust level
ID Name Description
TL - 1 Employee An ordinary employee within the company
TL - 1.1 Employee with

valid login creden-
tials

An employee who want to use the HMI and is
logged in using valid credentials

TL - 1.2 Employee with
not valid login
credentials

An employee who want to use the HMI and is no
logged because he is using invalid credentials

TL - 1.1.1 Employee with
high privileges
(Admin)

An employee with valid credentials that has the
ability to change system settings. He can create
guest user inside the system and send commands
to change machinary settings.

TL - 1.1.2 Employee with
low privileges

An employee with valid credentials that hasn’t
the ability to change system settings but has the
possibility to monitor operations

Table 4.2: Table of trust levels

The table consists of three columns in which users are distinguished
according to their privileges. The columns are subdivided as follows:

• Name: Each specific type of privilege available to a user is associated
with a unique name.
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• Id : Each user privilege is associated with a unique identifier (ID).

• Description: A detailed description of the relative privilege levels
for each user is provided.

The table distinguishes three categories of users who may have access
to the device:

• Employee: An employee is a user affiliated with the company.
Within the table, various types of access privileges were differenti-
ated according to the role an employee may have:

1. Level 1 : Generic employee who is not granted access to the
system.

2. Level 2 : Employee with valid credentials for access to the
system.

3. Level 3 : Employee with access to the system, valid credentials,
and who may have limited or high privileges. In addition, a
distinction is made between employees with valid credentials
who have the ability to insert external software or hardware.

• System technician: System technician with special privileges who
has access to functions not available to other employees.

• Guest user : The guest user is a user from outside the company
using the device. The guest user can be registered from the control
panel of the HMI device and it is possible to specify the type of
privileges that the user may possess. In this case it was decided to
use a second layer distinguishing users with high or low privileges
in relation to the type of user using the system.

This table is useful for the subsequent tables to associate the trust
levels with each component and functionality of the system. In fact,
the distinct privileges in the table above were mapped within the Table
“Entry Points” (4.3). Identifying entry points to the system helps to
understand which elements allow the exchange of information with the
external environments. These are often considered the main elements
that attackers exploit to perform malicious actions.
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Entry point
Category ID Name Description Trust levels

I/O Interfaces
EP - 1 Ethernet

port
The ethernet port is used by
the employee to communicate
with other devices and to in-
stall the Soft1 application into
the HMI

(TL – 1) Employee
(TL – 2) System techni-
cian
(TL – 3) Guest user

EP - 2 USB port The USB port is used by the
employee to install or update
software application into the
device

(TL – 1) Employee
(TL – 2) System techni-
cian
(TL – 3) Guest user

EP - 3 Debug port Debug ports are special I/O
ports within the device that al-
low the authorised user, during
maintenance, to access sensi-
tive data to perform diagnostic
operations.

(TL – 2) System techni-
cian

Software EP - 4 Soft1 Soft1 is an application de-
veloped by the company for
the purpose of monitoring and
sending commands to other
connected devices.

(TL - 1.1) Employee
with valid login creden-
tials
(TL - 3.1) Guest user
with high privileges

EP - 5 Web
browser

The web browser enables the
employee to browse the Inter-
net.

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)
(TL - 3.1) Guest user
with high privileges

Table 4.3: Table of entry points

This table is composed by five columns:

• Category : Each entry point was divided into a group of categories.

• Name: A unique name is associated with each specific type of entry
point.

• Id : Each entry point is associated with a unique identifier (ID).

• Description: A description is provided for each trust level.

• Trust level : The trust levels obtained in the previous table are
mapped for each entry point.

This table contains the components that allow the exchange of data
with the external environment. The table considered the software and
hardware components that allow users to use the device and permit the
exchange of information. In addition, there are some system functionali-
ties that allow the device to connect with the external environment and
exchange data.

The last table was realised to identify the assets within the company.
It considers the value that the company attributes to each element and its
potential impact on the security of the device. In particular, if an element
has a significant impact on security, it could arouse the interest of an
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attacker by becoming an element to be protected and therefore an asset.
Following this logic, the main asset covered by this study is the HMI
device. In order to conduct a more in-depth analysis, functionalities that
could cause security damage, if used improperly, were also considered as
assets.

Asset
Category ID Name Description Trust levels
Employee A - 1 Employee

login cre-
dentials
details

The login credentials that an
employee will uses to log into
the HMI

(TL - 1.1.1) Employee
with high privileges (Ad-
min)

System

A - 2 Execution
of external
code

It is possible to execute exter-
nal code to update or enhance
existing software; only valid
software must be executed on
the HMI.

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)
(TL - 1.3) Employee
with valid external soft-
ware / hardware

A - 3 Ability to
connect
the HMI
to other
devices

Connecting the HMI device to
other devices enables fast data
exchange for better monitoring

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)

A - 4 Ability to
send com-
mands to
connected
devices

The HMI device via its in-
terface provides the ability to
send commands to manage ma-
chineries and their production

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)

A - 5 Access ses-
sion to the
web service

The HMI supports Chromium
and allows access to web ser-
vices offered

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)

A - 6 Details
about
machinaries
informa-
tions (Moni-
toring)

The HMI device displays the
data of the machinery to which
they are connected for contin-
uous monitoring

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)
(TL - 1.1.2) Employee
with low privileges
(TL - 1.4) Guest user
with high privileges
(TL - 1.5) Guest user
with low privileges

Table 4.4: Table of assets

The Table 4.4 is composed by five distinctive columns as follows:

• Category : Each asset was divided into a group of categories.

• Id : Each asset is associated with a unique identifier (ID).

• Name: A unique name is associated with each specific asset.

• Description: A description is provided for each asset.

• Trust level : The trust levels obtained in the previous table are
mapped for each asset.
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In this case, assets were divided into three distinct categories:

1. Employee: The decision to include the employee category is mo-
tivated by the possible interest of an attacker in employee access
credentials and associated personal data.

2. System: Within this category were aggregated the several func-
tionalities considered assets, which can significantly affect business
operations and dynamics.

3. Company : In the “Company” category, assets that include sensitive
information of the company and their devices were categorised.

Data flow diagram

The DFD (data flow diagrams) (see 2.3.1 for further details) is a diagram
that allows the graphical representation of the information flow and
internal processes of the HMI device. The potential advantage of realising
a DFD is to detect potential inconsistencies in the realised system and
possible vulnerabilities in order to improve process development. In
this thesis, in order to gain a detailed understanding of the HMI device,
four DFDs diagrams were realised. The “context diagram” (or “level 0”
diagram) is the first diagram that represents (Figure 4.2) the device. The
purpose of this diagram is to identify the external entities with which the
device communicates.

Figure 4.2: DFD level 0

In particular, three main external entities were identified:
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• HMI user : The HMI device user is the entity that uses and performs
operations on the device. This entity is connected to the HMI
system, via data flows in which it receives information about the
operations performed.

• PLC : This entity is represented by a PLC and communicates
with the HMI system. Through this connection, the PLC sends
commands on the operations of the machinery involved in the
industrial process. In this case, the HMI sends requests on changing
the operations involved and receives the result of the operation
from the PLC.

• Local PC : This entity is a personal computer and is used for the
transfer of the HMI device’s control panel software. The connection
between the HMI device and the PC allows data to be exported
from the HMI device.

Then, it was realised the DFD diagram of “level 1”, shown in the
Figure 4.3, in which the main process was decomposed into other, more
detailed processes.

Figure 4.3: DFD level 1

Within the diagram, the process of using the HMI device by an
authorised employee is depicted. In this case, the symbolism is detailed.
In fact, there are:

• External entities: The external entities are the same as in the
previous diagram, but in this diagram the main subjects are the
processes.
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• Processes and Multi-Processes: Processes and multi-processes are
the elements in the diagram that are represented in red and are the
activities carried out by the user using the device.

• Data Store: There are two data stores in this diagram, which allow
data to be stored and verified.

• Trust boundary : Trust boundary are represented by dotted red lines
and indicate the points at which the type of privilege to perform
operations changes.

• Notes: For better understanding, there are notes in yellow that
provide explanations of the process.

The reading of this diagram starts from the left and in particular
from the local PC entity. From the local PC, a user has the possibility of
realising a project, via the Soft1 software, with the aim to obtaining the
graphics of the main control panel of the HMI device. Once the project
has been created, it can be transferred to the HMI device via its I/O
interfaces. The user must log in with valid login credentials to transfer
the project within the HMI device. At this point, it can be seen that
the login process also receives an input data flow from a second entity,
namely the HMI user. This entity is inserted at this point in case the
project is already present within the device and the user needs to log in
to the device. For the login phase, the login credentials are compared
with a database containing employee credentials. If the credentials are
valid, the process can continue and the user can perform other operations,
otherwise the user cannot log in. After logging in, if the Soft1 project
needs to be installed, the installation proceeds, otherwise the user starts
using the device and the main screen is displayed. Once on the main
screen, the user can perform two distinct operations:

• The user can change the system settings of the device.

• The user can change parameters and send operations to PLCs with
which it communicates.

In this diagram, for a better comprehension, the entity of the HMI user
was duplicated and has the same role in both cases. Furthermore, at the
points where trust boundaries are present, it means that a different type
of privilege is required to continue operations. Indeed, each user within
the company has different roles and privileges and only authorised users
can perform certain operations. In order to have a higher level of detail of
the device’s operation, two DFD of “level 2” diagrams have been realised
relating to two of the multi-processes present in the level 1 diagram. The
first level 2 diagram is an extension of the multi-process related to the
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data transfer activity. This representation was chosen because there are
different ways of transferring software within the device. Furthermore,
the transfer activity within the device allows to understand the operation
of the I/O interfaces.

Figure 4.4: DFD level 2: data transfer

As Figure 4.4 shows, the software transfer process was expanded by
considering the two main possibilities. In fact, once the Soft1 project is
realised, it is possible to transfer it within the device using a USB stick
or to connect the HMI and the PC via an Ethernet cable. Two trust
boundary have been defined because the transfer of this software can
take place via authorised users. Furthermore, it was decided to represent
a second level 2 diagram relating to system settings.
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Figure 4.5: DFD level 2: system settings

Figure 4.5 shows the process of setting a functionality within the device.
In this case, it has been decided to consider within the representation
the possible functionalities that the user can enable from the control
panel, and the user can enable one functionality at a time. In this case,
notes have been used to inform the user of the features of that particular
functionality. The decision to detail the functionalities of the device,
is due to the fact that these are considered assets because they have
value within the device. In fact, enabling or disabling certain security
functionalities can lead to consequences in the production system and
therefore represent assets to be considered.
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4.1.3 Step 3: Threat identification

This is the step where the contribution of my thesis lies: a new approach
for threat analysis and risk assessment. The goal of this step is to identify
threats that may target an HMI device. For the realisation of this step, a
threat list provided by the V-Research was used, and 31 different threats
were identified. An example of a threat in this list can be seen in Table
4.5.

ID Threat Category Description
1 Employee

error (acci-
dental or
negligence)

Accidental Accidental errors made by an authorised user
(internal or external) when using or maintaining
information systems.
Assessment guidance:
At lower levels of threat strength (i.e. individ-
uals with limited or no access privileges) errors
will generally result in greatly reduced or mini-
mal impact to information systems.
At higher levels of threat strength (i.e. individ-
uals that were assigned privileged access such as
administrators), errors have the ability to cause
greater impact to information systems.

Table 4.5: Example of threat list

The purpose of adopting a threat list is to take into account threats
that are not only intentional but are linked to cyber attacks by malicious
users. The list also includes threats that are caused by environmental
and accidental factors. For this reason, each threat was classified into:

• Accidental : A threat is accidental if not caused intentionally.

• Adversarial : A threat is adversarial if the attacker has the motiva-
tion to compromise the device

• Environmental : A threat is classified as environmental if it is caused
by environmental and atmospheric phenomena.

In addition, each threat is defined by a description and an assessment
guide. In particular, the assessment guide considers two aspects:

• Lower levels : These levels define the least significant consequences
that a threat could cause. In this case, it may occur but does not
have a serious impact on the system.

• Higher levels : These levels define the most significant consequences
that a threat could cause. In particular, they identify the greatest
impact that a threat could have if exploited by an attacker.

46



In the Table 4.5, the “Employee error” was taken as an example of a
threat and was classified as accidental, since an authorised user should
not cause damage to the device voluntarily. Guideline describes what
can happen if the device is accessed by users with different privileges. In
fact, if the user has limited access privileges, there is minimal impact on
the device, while if the user is an administrator with several privileges,
the impact of this threat is greater. The threat list has the advantage of
considering the greatest number of scenarios that can compromise the
HMI device thanks to the high level of abstraction at which each threat is
described. After defining the list of threats, the next step is to associate
each threat with a scenario by identifying in which part of the system
that particular threat may occur.

ID Asset System or Sub-
system Poten-
tially Affected

Threat Scenario

TID-
1

HMI Employee
error (acci-
dental or
negligence)

Threat Scenarios:
1. Technical mistakes, made during the design or de-
velopment of the software and hardware architectures
of the product, that result in security issues.
2. Technical mistakes made during the configuration
or installation of the product at the customer site or
during operations/provisioning, that result in security
issues.
Consequences (Attack Scenarios - Examples):
(A) Disabling a security control or security configu-
ration to perform some maintenance operations that
threaten the security of the asset.
(B) Logging of sensitive information.
(C) Insecure communication due to a mistake in the
configuration of the wireless or wired communication.
(D) Debug ports/functionalities remain in production.
(E) Weak security protocols in use.

Table 4.6: Threat scenario

Table 4.6 was divided into the following columns:

• ID : The ID is a unique identifier for each threat analysed.

• Asset : The asset is the element that has value for the company.

• System or subsystem potentially affected : This column identifies all
elements within the device that may be tampered by the threat.

• Threat : This column contains the name of the threat taken from
the list of threats.

• Scenario: A description is given of how the threat may be exploited
within the system.

The purpose of this table is to map the threats on the components
potentially involved and to define the scenario in which these threats
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could occur. The scenario makes it possible to identify the causes and
consequences in which a threat may manifest itself. In fact, the scenario
is divided into two main parts:

• Threat scenario: All possible scenarios in which a threat may alter
the device are identified.

• Consequences: The consequences of threats are identified within
the scenario according to what has previously been described as
the threat scenario.

Considering the employee error case, an example of how a scenario
can be realised is presented in Table 4.6. In this case, the ways in which
this threat may occur, such as during the design or development phase of
the device architecture, or the installation of the device, are considered as
scenarios. Once the scenarios have been defined, it is necessary to identify
the potential consequences of the scenarios considered in the previous step.
In fact, if an employee makes a mistake during production, a possible
consequence could be that the device does not respond correctly to user
requests. As can be seen, scenario realisation is particularly advantageous
as it allows multiple aspects of a single threat to be identified.

4.1.4 Step 4: Risk evaluation

Risk assessment is the phase that allows to understand how a threat
manifests itself within the system by evaluating the potential effects on
security. After the creation of specific scenarios for each threat, it is
necessary to calculate its risk value considering two factors: likelihood
and impact.

Likelihood

Likelihood is the first factor analysed to calculate the risk value of a
threat. Within this methodology, a qualitative approach was chosen,
with the aim of associating descriptive indicators with each threat for
the assessment of likelihood. Indicators are defined by considering the
consequences of attack scenarios. This approach makes it possible to
develop a bulleted list of indicators specific to each threat. In the specific
case of the “employee error” threat, three main indicators were identified
that can influence the likelihood calculation, as follows:

• Number of employees: The participation of a larger number of
employees in the system may increase the likelihood of making
mistakes, especially if they are not properly trained or aware of
security practices.
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• Lack of training : Lack of employee training can increase the likeli-
hood of making mistakes. Employees who do not know how to do
their job correctly may be more prone to make mistakes.

• Lack of verification of security requirements: Failure to check secu-
rity requirements can lead to accidental damage.

The list of indicators can be integrated within the scenario to increase
the compactness and improve the reading of the assessment. A larger
number of indicators associated with a threat helps to provide a more
detailed assessment. In addition, it is essential to assign a likelihood score
in relation to the previously defined indicators. As shown in Table 4.7,
likelihood is calculated by considering 3 different values in which a string
is associated with each value.

Likelihood
Levels Points
Low 1
Medium 2
High 3

Table 4.7: Likelihood values.

In this methodology, no specific weights or scores are assigned to the
indicators. It is normal that each indicator could have a low or high
individual weight influencing the final score. In order to understand how
to manage the weighting of indicators, it is important to have a clear
understanding of the system and good documentation of previous steps,
so that decisions can be made without the need to score them. This
choice is intended to ensure greater flexibility in the evaluation, allowing
a more dynamic and adaptable evaluation for each individual scenario.
For a better evaluation, a reference table for calculating likelihood was
developed. This table provides precise scores that can be used as a guide
to assess the probability associated with each indicator. The use of this
table simplifies the decision-making process and provides support in risk
analysis.
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Attacker profile
Likelihood
indicators

System Knowl-
edge

Physical dis-
tance from
the System
needed to
concretize
the threat

Financial
support
(inversely
proportional
to likeli-
hood) or
necessary
manpower

Likelihood
based on
probability
of Interest
based on
attacker’s
objective
(motivations
and aim)

Offensive Knowlege
(Tools and resources
needed to concretize
the threat)

Low Specific knowl-
edge of private
infromation
(only available
from within
the company)

Physical ac-
cess

Team of
attacker
above 3 ppl
and budget
above 50K

Industrial
espionage
(or nation-
state)

Complex toolchain,
ad-hoc tools or tech-
nique needed (e.g.
new malware for zero-
day) or specific re-
sources (e.g. cloud
based tech)

Medium Basic knowl-
edge of private
information
(only available
from within
the company)

Both phys-
ical and
virtual
proximity
(e.g. same
building and
same subnet)
is required

Hacking
team <= 3
OR budget
<= 50K

Insider (e.g.
disgruntled
employees
or external
contractors)

Mainstream hacking
tools needed (e.g.
sqlmap, nessus) and
basic resources (e.g.
alpha0 antenna,
rubber ducky)

High Publicly avail-
able informa-
tion of the sys-
tem

Internet Lone at-
tacker and
budget be-
low 10K

Multiple
threat
agents

No specialized hack-
ing tool or technique
needed (e.g. input
or 1=1 as sqli) and
no specific resources
needed (e.g. a laptop
may suffice)

Table 4.8: Likelihood table: attacker profile.
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System status
Likelihood
indicators

Today Ex-
ploitability

Historic Data on
Exploitation of
the Threat on
the System

Mitigation

Low Not Ex-
ploitable /
Limited Time
Window

Never in historic
data / Once in
historic data

Fixed / Partial
mitigation

Medium Unknown or
not yet tested

Multiple occur-
rences in historic
data

Mitigation
planned

High Exploitable Currently appli-
cable

No mitigation
in place / No
mitigation pos-
sible

Table 4.9: Likelihood table: system status.

Tables 4.8 and 4.9 differentiates the indicators by taking into consid-
eration two fundamental aspects:

• Attacker Profile: This aspect considers five main factors from the
attacker’s point of view, and for each factor three different indicators
are identified in relation to the likelihood value. For example, if
information about the system becomes public, the attacker gains
complete knowledge of the system, resulting in a likelihood value
categorised as “High”.

• System Status: This aspect takes into consideration three factors
relating to the status of the system, and for each factor a rating
indicator is associated. For example, if a threat is exploitable within
the system, it is classified as “Exploitable”, thus generating a risk
value classified as “High”.

No scores were given to each factor in the table. However, it provides
a useful reference for the evaluation of likelihood. From the informa-
tion provided, the threat “employee error” was assigned the value “2”
categorised as “Medium” in relation to the indicators previously provided.

Impact

Impact is the second element considered in the risk assessment. STRIDE
was used as a reference point for the assessment. Each letter of the
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STRIDE acronym (see 2.3.1 for further details) is associated with a
specific threat, and each of these is associated with a security property
(Table 4.10).

STRIDE
Description Impacting to Risk Score

S Spoofing: falsification of a legiti-
mate user identity.

Authenticity 1

T Tampering: unauthorized modifica-
tion of data.

Integrity 2

R Repudiation: an user denies their
actions.

Non-repudiation 1

I Information disclosure: unautho-
rized disclosure of sensitive informa-
tion.

Confidentiality 1

D DoS: service unavailable. Availability 2
E Elevation of privilege: unautho-

rized escalation of privileges.
Authorization 2

Table 4.10: Reference STRIDE table.

STRIDE was chosen as a reference because it allows threats to be
categorised according to their security properties. Within this method-
ology, a score was given to each letter of the acronym in relation to the
impact of the corresponding threat on the system. Table 4.10 presents
the mapping of each STRIDE element to its respective threat category.
In particular, for each element:

• A value of “1” was assigned in the case of no serious impact on the
system.

• A value of “2” was assigned for elements that have a significant
impact on the system and whose presence may compromise the
correct functioning of the device,

After assigning scores to each category, the total sum of points was set
at 9. To ensure a consistent mathematical correspondence in the risk
calculation, the initial score, varying from 1 to 9, was mapped onto a
new range between 1 and 3. This transformation was performed using
the linear normalisation formula:

Xnorm =
Xmax −Xmin

X −Xmin
· (NewMax−NewMin) +NewMin (4.1)

In this formula:

• X-norm = Represents the new normalised value in the new range.
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• X-min = Initial value of the old range.

• X-max = Final value of the old range.

• NewMin = Initial value of the new range.

• NewMax = Final value of the new range.

• X = Value of the old range which is mapped into the new range.

The application of this formula allowed the impact values to be
mapped into a new range, thus ensuring consistency between the likelihood
and impact ranges. The scores resulting from this transformation are
visualised in Table 4.11.

Mapping impact to 1-3 range
Total points New range

1 1
2 1.25
3 1.5
4 1.75
5 2
6 2.25
7 2.5
8 2.75
9 3

Table 4.11: Mapping impact in new range.

After the realisation of the new range, a checklist containing the
threat categories was created, as depicted in Table 4.12.

Qualitative approach
S T R I D E Impact

Authenticity Integrity
Non-

Repudiation Confidentiality Availability Authorisation
value

□ □ □ ⊠ ⊠ □ Low [1.5]

Table 4.12: Impact checklist.

This checklist provides an opportunity to assess the impact of each
threat considered. Within the Table 4.12 , an example of the “employee
error” threat is provided, in which the properties “Confidentiality” and
“Availability” were selected. The decision to choose these two factors was
made in relation to the consequences described within the scenario. In
particular:
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• Confidentiality : This category was selected because in this case an
employee could mistakenly access sensitive information.

• Availability : This category was selected because an employee could
cause an error in the production phase of the device, creating
potential malfunctions.

The elements of the checklist produce a value whose sum is mapped
within the Table 4.11 by deriving the value in the new range. The value
obtained represents the sum of the elements selected in the checklist to
which is associated a descriptive string of the range in which the value
belongs, as shown in Table 4.13.

Impact scale Impact value
1 to <1.75 Low

1.75 to <2.5 Medium
2.5 to 3 High

Table 4.13: Impact table.

Considering the “employee error” example, the selection of the two
security properties impacted by the threat gave a result of “1.5” categorised
as “Low”.

Evaluation

Once the respective Impact and Likelihood values have been calculated,
it is possible to proceed with the risk assessment. The risk value is
calculated by considering the product of the two values obtained from
Likelihood and Impact, respectively:

Risk = Likelihood · Impact (4.2)

The formula produces as output a value that is mapped into a string,
as can be seen in Table 4.14.

Likelihood and Impact levels
1 to <3 Low
3 to <6 Medium
6 to 9 High

Table 4.14: Risk mapping.

This can be seen in the Table 4.15 showing the risk assessment for the
“employee error” threat. It shows the product of the values obtained from
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the likelihood and impact factors, resulting in a value of “3” categorised
as “Medium”.

Likelihood Impact
Risk evaluation
(L / M / H)

Medium [2] Low [1.5] Medium [3]

Table 4.15: Employee error assessment.

4.1.5 Step 5: Mitigation

The mitigation step identifies which solutions are implemented by the
company to prevent the occurrence of a given threat. In this methodology,
this step is divided into two main phases:

• The first stage of this step identifies which solutions are implemented
at the time the threat is assessed.

• In the second phase of this step, the aim is to re-assess the risk
of the threat just assessed in relation to the mitigation solutions
adopted by the company.

After assessing the threat, the mitigation phase began with the re-
alisation of a list of solutions used by the company to reduce the risk
associated with a threat. Considering the example of the “employee error”
threat, three specific solutions can be identified, which are detailed in
Table 4.16.

Mitigation

• Employee training on security
protocols.

• Adopt testing and validation
procedures.

• Clearly define security guide-
lines.

Table 4.16: Mitigation plan.

After identifying the solutions adopted by the company to mitigate
the threat, the objective now is to verify how the risk analysis changes.
In particular, the threat “employee error” categorised as accidental was
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taken as an example. In particular, it was seen that the risk analysis
for this threat provided a risk value corresponding to “3” categorised as
“Medium”. After implementing the provided mitigation, the risk value
changed. Indeed, the value calculated for likelihood idetified previously as
“Medium [2]” and after mitigation was calculated as “Low [1]”. From this
first result, it can be seen that the likelihood of the threat occurring has
decreased considering the same factors as previously defined. Instead, the
calculation of the impact has not changed because the security categories
involved in the occurrence of the threat are the same. Doing the product
between likelihood and impact again, the result obtained gives a risk
value of “Low [1.5]”. This result shows how, after applying the mitigation
for this threat, the risk value decreased. This last phase allowed us to
understand how the mitigation process is carried out in this methodology
by identifying the solutions adopted by the company, and then it was
possible to carry out a new assessment to understand how the risk of a
threat may change in relation to the solutions adopted.
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Chapter 5

Comparison with the OWASP
risk rating methodology

The purpose of this chapter is to compare the methodology proposed in
this thesis with the “OWASP Risk Rating Methodology” considering in
both cases an HMI device as the target of analysis.

5.1 Comparative Evaluation

The two methodologies considered use different approaches:

• The methodology proposed in this thesis is based on a qualitative
approach to gain an in-depth understanding of how threats can
compromise the system.

• The OWASP methodology is based on a quantitative approach in
which risk analysis is performed by considering a set of factors to
which a score is associated.

The OWASP methodology makes it possible to customise the factors
for risk assessment and this is advantageous because it is adaptable in
several contexts. In particular, it assesses risk through the product of
likelihood and impact factors. The calculation of these factors is done by
considering a set of factors in which a score can be selected from possible
choices. In this case, the factors were taken from [12]; in particular, the
factors of the Table 5.1 and 5.2, represent the “threat agent factors” and
“vulnerability factors” respectively that can be selected for the likelihood
calculation.
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Threat agent factors
Skill level Motivate Opportunity Size

No Technical skills 1 Low or no reward 1 Full access or ex-
pensive resources
required

1 Developers 2

Some technical
skills

3 Possible reward 4 Special access or re-
sources required

4 System administra-
tors

2

Advanced com-
puter user

5 High reward 9 Some access or re-
sources required

7 Intranet users 4

Network and pro-
gramming skills

6 No access or re-
sources required

9 Partners 5

Security penetra-
tion skills

9 Authenticated
users

6

Anonymous Inter-
net users

9

Table 5.1: Threat agent factors table

Vulnerability factors
Ease of discovery Ease of exploit Awareness Intrusion detection

Practically impossi-
ble

1 Theoretical 1 Unknown 1 Active detection in
application

1

Difficult 3 Difficult 3 Hidden 4 Logged and re-
viewed

3

Easy 7 Easy 5 Obvious 6 Logged without re-
view

8

Automated tools
available

9 Automated tools 9 Public knowledge 9 Not logged 9

Table 5.2: Vulnerability factors table

In particular:

• Threat agent factors : The choice of scoring depends on the informa-
tion a company has on the attacker or threat, such as the number
of attackers involved and their skills.

• Vulnerability factors: The scoring in this case depends on how
vulnerable the asset in question is. In particular, some security
aspects relating to the asset are analysed.

The likelihood in this case is calculated by considering eight distinct
factors and for each of them there are choices with an associated score
and description. For example, the “skill level” factor defines the level of
knowledge an attacker has to exploit the threat. If the attacker has no
particular technical skill, “No technical skill” is selected for this factor
and the lowest score is associated with it. Instead, if the attacker has
advanced knowledge, the highest score is chosen as “Security penetration
skills”. If no information is available on the attacker, a score can be
assigned in relation to the knowledge required to exploit a threat.
Impact is instead calculated using the factors in Table 5.3 and 5.4.
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Technical Impact Factors
Loss of Confidentiality Loss of Integrity Loss of Availability Loss of Accountability
Minimal non-
sensitive data
disclosed

2 Minimal slightly
corrupt data

1 Minimal secondary
services inter-
rupted

1 Fully traceable 1

Minimal critical
data disclosed

6 Minimal seriously
corrupt data

3 Minimal primary
services inter-
rupted

5 Possibly traceable 7

Extensive non-
sensitive data
disclosed

6 Extensive slightly
corrupt data

5 Extensive sec-
ondary services
interrupted

5 Completely anony-
mous

9

Extensive critical
data disclosed

7 Extensive seriously
corrupt data

7 Extensive primary
services inter-
rupted

7

All data disclosed 9 All data totally cor-
rupt

9 All services com-
pletely lost

9

Table 5.3: Technical impact factors table.

Business Impact Factors
Financial damage Repudiation damage Non-compliance Privacy violation
Less than the
cost to fix the
vulnerability

1 Minimal damage 1 Minor violation 2 One individual 3

Minor effect on
annual profit

3 Loss of major ac-
counts

4 Clear violation 5 Hundreds of people 5

Significant effect
on annual profit

7 Loss of goodwill 5 High profile viola-
tion

7 Thousands of peo-
ple

7

Bankruptcy 9 Brand damage 9 Millions of people 9

Table 5.4: Business impact factors table.

Impact factors are divided into:

• Technical impact factors : Scoring these factors requires knowledge
of the consequences caused by a threat.

• Business impact factors: Scoring is done on the knowledge of
financial and sensitive company information.

Again, eight different factors were considered with the possibility
of selecting a score in relation to the threat and system information.
For example, considering the factor “Loss of availability”, a low score is
associated if the damage caused by a threat is not significant, while a
high score is associated if the threat causes damage that compromises
the proper functioning of the system. This methodology is customisable
according to the selected threats and, for this study, it is possible to select
factors for evaluation based on the documentation provided and the type
of threat to be analysed. Factors that are not scored are automatically
assigned the value 0. This is done for two reasons:

• Motivate the user using this approach to obtain a lot of information
about the system to make the risk calculation more accurate.
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• It is inconvenient to consider only one factor and not consider the
others. This could lead to assigning a high weight to a factor that
is actually not significant in the final calculation and falsify the
final risk calculation.

Information on risk calculation for this methodology was defined in
Chapter 2 (see 4 for further details). From this premise, it is possible to
say that:

• The OWASP methodology analyses each threat individually but
considers the same factors showing the characteristics of the attacker
and the system.

• The methodology proposed in this thesis analyses each threat indi-
vidually but the factors are defined in relation to the characteristics
of the threat analysed and its consequences.

Some of the threats used for the methodology proposed in this thesis will
now be analysed and used for comparison with the OWASP methodology,
identifying the strengths and weaknesses of each methodology. The first
threat chosen for comparison is “employee error”: it occurs when an
employee within the company makes an error in an accidental manner
that can cause anomalies in the system. Tables 5.5, 5.6 and 5.7 show how
the risk assessment of this threat was carried out using the methodology
proposed in this thesis.

Proposed methodology

Likelihood factors
Likelihood
evaluation

• The greater the number of employees in-
volved in the development process, the
greater the likelihood of making a mistake.

• Poor cybersecurity skills/training/aware-
ness on the part of employees can increase
the likelihood of this threat.

• The lack of an automated process for test-
ing/verifying security requirements.

Medium
[2]

Table 5.5: Employee error likelihood.
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Proposed methodology
S T R I D E Impact

Authenticity Integrity
Non-

Repudiation Confidentiality Availability Authorisation
value

□ □ □ ⊠ ⊠ □ Low [1.5]

Table 5.6: Employee error impact.

Proposed methodology

Likelihood Impact
Risk evaluation
(L / M / H)

Medium [2] Low [1.5] Medium [3]

Table 5.7: Employee error assessment.

The calculation of likelihood and impact for this threat was described
in the previous chapter. Considering Table 5.5, a value of “2” was
associated with the likelihood in relation to the three indicators described
because the employee’s error leads to consequences whose probability
is not high. On the other hand, for the impact calculation (see Table
5.6), availability and confidentiality were selected in relation to the
consequences described within the attack scenario. The value obtained
in this case is “1.5”, given by the sum of the values assigned to the two
security properties. The risk value obtained in this case is calculated from
the product of the values obtained from the two impact and likelihood
factors and is defined as “Low”.

The same threat was analysed using the OWASP methodology through
the factors defined earlier in this chapter. Table 5.8 shows the values that
were assigned for the likelihood calculation.
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OWASP methodology
Threat agent factors

Skill level Motivate Opportunity Size
No Technical

skills [1]
Low or no
reward[1]

Special access
or resources
required [4]

Authenticated
users [6]

Vulnerability
Ease of dis-
covery

Ease of ex-
ploit

Awareness Intrusion de-
tection

Not selected
[0]

Not selected
[0]

Unknown[1] Logged and re-
viewed [3]

Overall likelihood
Low [2]

Table 5.8: Likelihood value of the employee error threat according to the
OWASP methodology.

In this case, the attacker is an authorised employee within the company.
Following these factors, it becomes clear that these are not appropriate
for an accidental threat, but for an adversarial threat carried out by an
attacker with a malicious purpose. This is evident because a contradiction
is created by considering the factor “Skill level” which corresponds to
the attacker’s level of knowledge. In particular, in this case, the value
has been set to the minimum because an employee who makes a mistake
does not have any valid skills, but this is absurd because this threat is
less probable to occur when it should be more probable. The calculated
likelihood value is “Low” and some of the factors were not selected because
they are not suitable for this threat. An example of this, is the “Easy
of exploit” factor that is unsuitable for the evaluation of this threat and
could give a rating that negatively compromises the final score. This
factor makes it possible to identify the facility with which an attacker can
exploit a vulnerability in the system, but in this case the vulnerability
is not directly linked to the device but depends on the error committed
by the employee. Table 5.9 shows the values assigned for the impact
calculation.
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OWASP methodology
Technical impact

Loss of confi-
dentiality

Loss of in-
tegrity

Loss of avail-
ability

Loss of ac-
countability

Minimal criti-
cal data dis-
closed [6]

Minimal seri-
ously corrupt
data [3]

Minimal pri-
mary services
interrupted [5]

Possibly trace-
able [7]

Business impact
Financial
damage

Reputation
damage

Non-
compliance

Privacy vio-
lation

Less than the
cost to fix the
vulnerability
[1]

Loss of major
accounts [4]

Clear violation
[5]

One individual
[3]

Overall impact
Medium [4.25]

Table 5.9: Impact value of the employee error threat according to the
OWASP methodology.

OWASP methodology

Likelihood Impact
Risk evaluation
(L / M / H)

Low [2] Medium [4.25] Low

Table 5.10: Employee error assessment using the OWASP methodology.

In this case, different factors have been considered and it can be seen
that in this threat, high scores have been associated with confidentiality,
availability and accountability, obtaining an overall value (Table 5.10) of
“Medium”. Table 5.11 shows the scores obtained from both methodologies
in order to understand in which situations the scores are similar or
different.

Proposed methodology OWASP methodology

Likelihood Impact Risk
evaluation

Likelihood Impact Risk evalu-
ation

Medium
[2]

Low [1.5] Medium
[3]

Low [2] Medium
[4.25]

Low

Table 5.11: Comparison of employee error threat.
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Using the proposed methodology, likelihood in the first case has a
value of “Medium” , while it is “Low” using the OWASP methodology. The
difference between the two values is caused by the factors considered for
the threat assessment. In contrast, the scores and values differ significantly
in the calculation of impact. In fact, in the first case the value obtained
is “1.5” corresponding to “Low”, while in the second case a score of
“4.25” is obtained corresponding to “Medium”. This distance between the
scores is caused by the values that are assigned to the different security
categories. In the proposed methodology, the categories affected by the
threat are selected using a checklist, while in the second methodology, a
different score can be selected for each category according to the severity
of the threat. The possibility of assigning different weights to the factors
allows for an accurate evaluation. Another example of a threat used for
comparison is “social engineering”. It is not accidental, but adversarial
and it is usually carried out with the aim of causing damage to a company
asset.

Table 5.12, 5.13 and 5.14 show the analysis of this threat by applying
the methodology proposed in this thesis.

Proposed methodology

Likelihood factors
Likelihood
evaluation

• Company doesn’t block suspicious email.

• The company doesn’t follow steps before
making a system change.

• The company does not have alert systems.

• The company does not carry out access
controls.

High [3]

Table 5.12: Social engineering likelihood.

Proposed methodology
S T R I D E Impact

Authenticity Integrity
Non-

Repudiation Confidentiality Availability Authorisation
value

⊠ ⊠ ⊠ ⊠ ⊠ ⊠ High [3]

Table 5.13: Social engineering impact.
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Proposed methodology

Likelihood Impact
Risk evaluation
(L / M / H)

High [3] High [3] High [9]

Table 5.14: Risk assessment of social engineering threat according to the
proposed methodology.

The worst case was considered for the threat analysis. The reason
is that the threats were defined in a general manner with the aim of
identifying the greatest number of consequences for each threat. In the
proposed example, a social engineering attack potentially has a high
probability of occurring if no security strategies are in place within the
company to prevent this threat. Moreover, it can have an impact on
all the security categories mentioned because there are different types
of attacks related to this threat and the consequences can be multiple.
For this reason, the risk value in this case is classified as “High” because
in both cases, likelihood and impact were rated as “High”. Using the
OWASP methodology, Table 5.15 shows the likelihood assessment for the
same threat.

OWASP methodology
Threat agent factors

Skill level Motivate Opportunity Size
Network and
programming
skills [6]

Possible re-
ward [4]

Some access
or resources
required [7]

Anonymous In-
ternet users [9]

Vulnerability
Ease of dis-
covery

Ease of ex-
ploit

Awareness Intrusion de-
tection

Difficult [3] Difficult [3] Hidden [4] Logged and re-
viewed [3]

Overall likelihood
Medium [4.875]

Table 5.15: Likelihood value of the social engineering threat according to
the OWASP methodology.

The result obtained considering the OWASP methodology for the
calculation of likelihood is classified as “Medium” with a value of “4.875”.
Table 5.16 shows the impact assessment.

65



OWASP methodology
Technical impact

Loss of confi-
dentiality

Loss of in-
tegrity

Loss of avail-
ability

Loss of ac-
countability

Extensive non-
sensitive data
disclosed [6]

Extensive
slightly cor-
rupt data [5]

Minimal pri-
mary services
interrupted [5]

Possibly trace-
able [7]

Business impact
Financial
damage

Reputation
damage

Non-
compliance

Privacy vio-
lation

Significant ef-
fect on annual
profit [7]

Brand damage
[9]

High profile vi-
olation [7]

Thousands of
people [7]

Overall impact
High [6.625]

Table 5.16: Impact value of the social engineering threat according to
the OWASP methodology.

OWASP methodology

Likelihood Impact
Risk evaluation
(L / M / H)

Medium
[4.875]

High [6.625] High

Table 5.17: Social engineering assessment using the OWASP methodology.

From the results obtained, in this case, the impact value is “6.625”
and is classified as “High” providing an overall risk value (Table 5.17) of
“High”.

Table 5.18 shows the comparison of the two methodologies for the
“social engineering” threat.

Proposed methodology OWASP methodology

Likelihood Impact Risk
evaluation

Likelihood Impact Risk evalu-
ation

High [3] High [3] High [9] Medium
[4.875]

High
[6.625]

High

Table 5.18: Comparison of social engineering threat using the two method-
ologies.
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5.1.1 Discussion of results

The result obtained using both methodologies is the same in both risk and
impact calculations. Instead, there is a difference on the likelihood assess-
ment since the metrics considered for both methodologies are different.
The results obtained show that, with the proposed methodology:

• Using a descriptive approach for each factor to calculate likelihood
can lead to a precise threat assessment.

• It may be advantageous to make an analysis using threats belonging
to different categories.

• Using a checklist for impact calculation can lead to a quick and
easy evaluation.

In contrast, the OWASP Risk Rating Methodology shows that:

• This methodology allows weights to be assigned to each evaluated
factor, providing an accurate assessment.

• Assigning the same factors to calculate all threats may not always
lead to an accurate assessment.

• This methodology is very accurate but becomes inefficient when
considering a large number of threats because scoring each individual
factor can be time-consuming.

From the points described, it is clear that the two methodologies
use different approaches to risk assessment and may lead to a different
evaluation. From the comparison, it can be seen that:

• The proposed methodology is particularly advantageous if a simple
and precise analysis is to be carried out for each individual threat
assessment. In particular, as has been described, the likelihood
calculation allows a very precise assessment because it is carried
out for each threat.

• The OWASP methodology, factors defined at the beginning are
used, and the same ones are used for all threats, resulting in an
approximate assessment.

Furthermore, it is evident that:

• It is not possible to adopt the OWASP methodology for different
threat categories because this could create contradictions in the
assessment and lead to an invalid result.
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• The proposed methodology offers great flexibility because it evalu-
ates any type of threat regardless of its category. This is because no
predefined factors are used, but these are defined for each threat.

Finally, from this comparison, the most important point to focus on
is the efficiency and speed with which to carry out the risk assessment:

• One of the advantages of the proposed methodology is its efficiency
and simplicity in risk assessment. In particular, the ability to select
only a range of values for the likelihood and the use of a checklist
for impact assessment leads to a simple and fast methodology that
allows for the evaluation of a large set of threats. This is particularly
advantageous for companies that need to perform risk assessments
on multiple products and must conduct periodic reviews on all
products.

• The OWASP methodology is not particularly efficient when con-
sidering a large number of threats because, for each threat, it is
necessary to select, as shown in the example in this chapter, a large
number of factors. The selection of all these factors for so many
threats is not advantageous, especially for companies that need to
perform risk assessments on multiple products and must conduct
periodic reviews.

The two methodologies chosen in this chapter make it possible to
carry out a valid risk analysis. The choice of which methodology to adopt
depends on the needs of each company and the resources it possesses;
moreover, the results may differ depending on various aspects such as the
type of application chosen to be analysed.
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Chapter 6

Conclusions

This chapter presents the objectives and results obtained during the
implementation of this methodology for the risk assessment of industrial
control systems. The proposed methodology is developed with the aim of
realising a template for risk assessment in accordance with the IEC 62443-
4-1 standard. From the initial stages, the primary objective has been to
develop a methodology aimed at conducting an in-depth analysis of the
system and its structure. The device selected for this methodology is an
HMI, and through the three different graphical representations, along with
the definition of the “product security context”, it was possible to identify
the main characteristics of the device and its uses. An approach to threat
assessment was proposed, starting with threat identification. Indeed,
a threat list was realised with the aim of grouping the main threats
that may occur within an HMI device. Each threat was categorised,
and a precise description was provided for better understanding. The
formulation of scenarios made it possible to identify how a threat could
manifest itself within the system, identifying the possible components
that could be altered. The peculiarity of this methodology manifests itself
in the risk assessment and calculation of the “likelihood” and “impact”
factors through a qualitative approach. In particular, the calculation of
“likelihood” was carried out by creating a bulleted list of factors relating
to the threat under analysis. This approach allowed a flexible evaluation,
taking into different aspects of a specific threat. Moreover, it provides an
assessment in relation to the documentation developed in the previous
stages. Instead, the impact assessment was conducted through the use
of a checklist in which security properties impacted by the threat can
be selected. The last stage of the proposed methodology identified the
solutions adopted by the company to mitigate the threat and, from these,
it was possible to carry out a new assessment to understand how the risk
could change. The comparison with the OWASP methodology allowed
the identification of the strengths and weaknesses of this methodology,
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highlighting that the assignment of individual factors for each threat is
effective in the assessment of likelihood. However, a potential limitation
was identified in the impact assessment where it is not possible to choose
from a set of values for the security factors, as is the case with the OWASP
methodology. On the basis of these considerations, it is possible to improve
the present methodology by introducing a more precise assessment of
impact by assigning different weights to each factor considered. This
would allow a more accurate estimation and give a more significant value
to each of the factors taken into consideration.

Integration with the 62443 - 4 - 2 The standard IEC 62443-4-2
entitled “Security for industrial automation and control systems - Part
4-2: Technical security requirements for IACS components” defines a set
of guidelines on the adoption of technical requirements for systems used in
an industrial environment. One way of extending this methodology would
be to derive threats from the requirements provided by the standard. In
particular, from the denial of each requirement, it is possible to derive
threats that can be used to extend the threat list presented for this
methodology in order to add technical threats to cover specific aspects
of the system components analysed. Extending this list with technical
threats would provide a greater level of detail to the risk assessment and
increase its efficiency.
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Appendix

Table 6.1: Table of external dependencies

External dependence
Components ID Description

Physical devices ED - 1 The device can be connected to a PLC
for the purpose of exchanging machinery
information.

ED - 2 The device can be connected to a personal
computer to exchange sensitive data or
update software within the system.

Cloud ED - 3 The device has the ability to exchange sen-
sitive information through an external
database with other devices

Software ED - 4 Soft1 is a project management application
for monitoring industrial processes.

ED - 5 Soft PLC is the development environ-
ment installed in the device that allows
centralised programming of the control sys-
tem

Security requirements
ED - 6 The device offers the possibility to config-

ure a firewall to protect himself against
malicious attack

ED - 7 The device supports the TLS 1.2 and
TLS 1.3 cryptographic algorithms

ED - 8 The operator panel has a secure area en-
crypted with AES-256 protocol where
passwords are stored

Architecture ED - 9 The BSP contains a Linux distribution
based on the Yocto project; the Yocto envi-
ronment provides a tool called CVE-check
that uses official CVE databases to check
whether selected modules used by the BSP
are affected by vulnerabilities

Web ED - 10 The web browser is a stand-alone applica-
tion based on the open source Chronium
project
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Table 6.2: Table of trust levels

Trust level
ID Name Description
TL - 1 Employee An ordinary employee within the

company
TL - 1.1 Employee with valid login cre-

dentials
An employee who want to use the
HMI and is logged in using valid cre-
dentials

TL - 1.2 Employee with not valid login
credentials

An employee who want to use the
HMI and is no logged because he is
using invalid credentials

TL - 1.1.1 Employee with high privileges
(Admin)

An employee with valid credentials
that has the ability to change system
settings. He can create guest user in-
side the system and send commands
to change machinary settings.

TL - 1.1.2 Employee with low privileges An employee with valid credentials
that hasn’t the ability to change sys-
tem settings but has the possibility
to monitor operations

TL 1.3 Employee with valid external
software / hardware

An employee who want to insert a
valid software / hardware on the
HMI through the I/O ports

TL - 1.4 Employee with not valid exter-
nal software / hardware

An authorized employee who want to
insert an invalid software / hardware
on the HMI through the I/O ports
but the system rejects it.

TL - 2 System technician The system technician is a special
user that can use the debug ports
to debug the system and carry out
system test.

TL - 3 Guest user The guest user is an external user
of the company or an unauthorized
user that temporarly use the system
after receiving legitimate permits.

TL - 3.1 Guest user with high privileges Guest user that is temporarily cre-
ated by an authorized user that has
the ability to change system settings
and send commands to system machi-
nary

TL - 3.2 Guest user with low privileges Guest user that is temporarily cre-
ated by an authorized user that has
the ability to monitor the system.
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Table 6.3: Table of entry points

Entry point
Category ID Name Description Trust levels

I/O Interfaces
EP - 1 Ethernet

port
The ethernet port is
used by the employee to
communicate with other
devices and to install the
Soft1 application into
the HMI

(TL – 1) Employee
(TL – 2) System techni-
cian
(TL – 3) Guest user

EP - 2 USB port The USB port is used by
the employee to install
or update software appli-
cation into the device

(TL – 1) Employee
(TL – 2) System techni-
cian
(TL – 3) Guest user

EP - 3 Debug port Debug ports are special
I/O ports within the
device that allow the
authorised user, during
maintenance, to access
sensitive data to perform
diagnostic operations.

(TL – 2) System techni-
cian

Software EP - 4 Soft1 Soft1 is an application
developed by the com-
pany for the purpose of
monitoring and sending
commands to other con-
nected devices.

(TL - 1.1) Employee
with valid login creden-
tials
(TL - 3.1) Guest user
with high privileges

EP - 5 Web
browser

The web browser enables
the employee to browse
the Internet.

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)
(TL - 3.1) Guest user
with high privileges

System settings
EP - 6 Wi-Fi con-

nection
The Wi-Fi connection al-
lows you to access the
web browser and send in-
dustrial information to
other devices.

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)
(TL - 3.1) Guest user
with high privileges

EP - 7 Login inter-
face

When an employee uses
turns on the HMI, the
first page is the login in-
terface that allows him
to access to the device.

(TL - 1.1) Employee
with valid login creden-
tials
(TL - 1.2) Employee
with not valid login cre-
dentials
(TL – 2) System techni-
cian
(TL – 3) Guest user

EP - 8 Interface for
managing
settings

The settings manage-
ment interface allows
you to enable or disable
some features

(TL - 1.1.1) Employee
with high privileges ( Ad-
min)
(TL - 3.1) Guest user
with high privileges
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