A theory which is not refutable by any conceivable event is non-scientific.
Irrefutability is not a virtue of a theory (as people often think) but a vice.

Conjectures and Refutations (1963)
Karl Popper

o
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In a letter from Albert Einstein to Karl Popper:
“[...] and I think (like you, by the way)that theory cannot be fabricated out of
the results of observation, but that itcan only be invented.”

=
%
‘ ’L From “The Logic of Scientific Discovery” (1959)

Karl Popper
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Agenda

Intro to JavaScript & HTML [theory 30m]
Cybersecurity Topic #3 - XSS [theory 15m + lab 1h]
* XSS shortintro [15m]

* WebGoat lesson (A7 - Cross-Site Scripting) [1h]

Coffee break [10m]

XSS Game (by Google: https://xss-game.appspot.com/) [1h30m]

“At Google, we know very well how important these bugs are. In fact, Google is so serious
about finding and fixing XSS issues that we are paying mercenaries up to $7,500 for dangerous
XSS bugs discovered in our most sensitive products.”

-Reserrch ™


https://www.google.com/about/appsecurity/reward-program/index.html#rewards

The VERY IMPORTANT concepts so far

1.LO
1. CIA-triad
2. Weakness (CWE), Vulnerability (CVE), Attack (CAPEC)
3. Hackers & Pentesting
2.11
1. What is a SQL injection in theory (definition)
2. Which types of SQL injections (Boolean-based, Time-based, etc)
3. Effects of a SQL injection (auth. Bypass, data extraction)
4. Mitigations of a SQL injection (sanitization function, prepared statement)
5. How to write and use SQL injection for both authentication bypass & data extraction

-Reserrch ™



e HTML (Hyper Text Markup Language) is the standard
markup language for Web pages

* HTML elements are the building blocks of HTML pages

e HTML elements are represented by <> tags

-Reserrch ™



YPE html>

le>
FLP Project

jquery-3.3.1.min. js“‘ t
"text/javascript” t.js"»</fs

"https://maps. gnogleapls comimapslaplfjs3key—AILaSy(uVNoUquyTXBXVAUCkSﬁm?b faasicCal

"text/css” href="style.css">
nt="width=device-width, initial-scale=1.8">»
"favicon.ico">»

id="buttonDiv" cl
input id="button” " type="button" value="Start APP" ont

-Reserrch™

<head> - here we call
necessary external files
and libraries

<body> - here we define
all the contents of an
HTML document



"mapSearchDiv” cl iv" style="display: none">

ut id="mapSearch” cl inputCamp” name="inputText" type="text" size="48"

e="display: none">
atherfpp™ >
left">
s="temperature”><span id="temperature"”></span

“right” >
ex"width: S@px" id="icon™ src="imgs/transparent.png” />

-Reserrch ™

id - it is unique and it
specifies a unique HTML
element

class - it specifies a class (a
group) of HTML elements

style — it defines CSS inline

properties




CSS (Cascading Style Sheets) describes how HTML elements are to
be displayed on screen, paper, or in other media

CSS saves a lot of work. It can control the layout of multiple web
pages all at once

e External style sheets are stored in .css files

With an external style sheet file, you can change the look of an
entire website by changing just one file!

-Reserrch ™



.backgrcund—image 1({"wallpaper.png”); ‘
background-size: 100%; Style valid for <body> element
background-repeat: no-repeat;
}

title {
font-family:
font-size $;
color: B#488ted;

1
I

text {
font-family:
font-size:

Style valid for many classes of elements

LtitleDiv {
width:

height: 3epx; *  #id {} - style valid for the element
text-align: center; | . .
with that id

-Reserrch ™



* JavaScript is the programming language of the Web

* JavaScript Can Change HTML Content, HTML Attribute Values,
HTML Styles (CSS)

* There are Functions and Events

* For example, a function can be called when an event occurs, like
when the user clicks a button (events)

-Reserrch ™



Function name

function getLs
if (navigator.geolocation) {
navigator.geolocation.getCurrentPosition{function (

var (lat = loc.coords.latitude; 'Function Variable
var lng = loc.coords.longitude;
console.log(loc);
initMap(lat, lng}; P
document . getElementById( 'mapSearchDiv').style.display = "block’; MOdlleng StYle of an
d?z_:urfl:-ant: E’,E?E].E'TIE'I._E'_'_;'IIj{ 'widgetDiv').style.display = "block’; element identified by ld
weatherWidget(lat, 1lng);
Calling another function

-Reserrch ™



6894995160888 " ;
yId( ' temperature');

{"location'};
yId({ icon'};

api url = "http://api.openweathermap.org/data/2.5/weather?lat=" +
lat + "&lon=" + lng + "Bunits=metricfappid=" + appId + "&lang=it";
(ot ajax call

url: api wrl,
method: "GET",
function ( I
icon.src = "imgs/codes/’ + data.weather[8].id + ".png’;
loc.innerHTML = data.name;
temp.innerHTML = data.main.temp;

-Reserrch ™



x 0l Elements  Console  Sources  MNetwork  Performance  Memory  Application

Preserve log Disable cache ~ Online A + ¥

Filter Hide data URLs [All XHR J5 CSS5 Img Media Font Doc WS Manifest Other
Has blocked cookies Blocked Requests

1000 ms 2000 ms 3000 ms 4000 ms 5000 ms 6000 ms

In element inspector we
can find everything about
Name Status Type Initiator Size Time Waterfall our html Site

B indexhiml Finished document Other 1.8 kB 2 ms
B jquery-3.3.1.minjs ini script indeschtmil 86.9 kB 4 ms
B scriptjs ini script indexc.htmil 2.8 kB 4 ms
B stylecss ini stylesheet indexhimil 1.7 kB 12 ms
B transparentpng inishe png index.htmil 21.0 kB 13 ms
B js7key=AlzaSyCuVWolT48yzX3X... 20 script indeschtmil (disk ca... 1ms
[ wallpaperpng inishe png indexc.htmil 5.2 MB 9 ms
B favicon.ico Fimished  x-icon Other 15.1 kB 1ms
B commonjs 200 script JsTkey=~AlzaSyC... (di 1ms
B utiljs 200 script 57 key=~AlzaSyC... a... 2 ms
B AuthenticationService Authentic.. (pending) script common.js:33 Pending

-Reserrch ™



* JSON (JavaScript Object Notation) is a lightweight data-interchange
format

* Itis easy for humans to read and write and it is easy for machines to
parse and generate

* JSON is built on two structures:

1. A collection of name/value pairs named object. Ex:
“name”:“Mario”}

2. An ordered list of values named array. Ex:
[“languages”:“en”,“it”]

-Reserrch ™



JSON body
"name”: "Mario”,
“surname" :

"active”: true,

Fd rit arl-.lju_.n'ul:uer " 42, ~JSON object
birthday™: {

“day”: 1,
“month™:
“year”:

-

|

languages

>JSON array

-Reserrch ™



Agenda

” ¢

You now also “magically” “know”

ECMAScript

Cybersecurity Topic #3 - XSS [theory 15m + lab 1h]
* XSS shortintro [15m]

* WebGoat lesson (A7 - Cross-Site Scripting) [1h]
Coffee break [10m]

XSS Game (by Google: https://xss-game.appspot.com/) [1h30m]

“At Google, we know very well how important these bugs are. In fact, Google is so serious
about finding and fixing XSS issues that we are paying mercenaries up to $7,500 for dangerous
XSS bugs discovered in our most sensitive products.”

-Reserrch ™


https://www.google.com/about/appsecurity/reward-program/index.html#rewards

XSS or Cross-site Scripting

XSS vulnerability enables attackers to
inject client-side scripts
into the web pages
(by taking advantage of another user’s session)

. test |

search |

Please wait — we are
searching fo@est

webpage

-Reserrch ™



XSS or Cross-site Scripting

XSS vulnerability enables attackers to
inject client-side scripts
into the web pages
(by taking advantage of another user’s session)

<script> alert(‘XSS’)</script> }

Message from webpage @

Please wait — we are
searching fo< >

l L K33

. OK

webpage

-Reserrch ™



XSS or Cross-site Scripting

XSS vulnerability enables attackers to
inject client-side scripts
into the web pages
(by taking advantage of another user’s session)

Activities &) Firefox Web Browser ~ dic13 10:51
o’ ] t in | O ® < W Bl & st 0- e > Set B u ® m & Th (® Co

(6 ‘@' L |—-_ rch with DuckDuckGo or enter a

B3 v-research F5v-ai B3 confs How to Use GPG Keys .. v Music For coding: 50 5... & Content blocked abraunegg/onedrive: ... & How To Keep OneDriv..

Can I use this in a URL?

Can I useit
<script> alert(’XSS’)</script>  ptps.//.. /[HERE]

-Reserrch ™



XSS or Cross-site Scripting

XSS vulnerability enables attackers to
inject client-side scripts
into the web pages
(by taking advantage of another user’s session)

Activities &) Firefox Web Browser ~ dic13 10:51
o? 1 1 in O ® | < || H Bl & stz 0- e B > Set B up ® m & Th (® Co

(6 ‘@' 4 | earch with DuckDuckGo or enter address

B3 v-research F5v-ai B3 confs How to Use GPG Keys .. v Music For coding: 50 5... & Content blocked abraunegg/onedrive: ... & How To Keep OneDriv..

Can I use this in a URL?

Can I useit
<script> alert(’XSS’)</script>  ptps.//.. /[HERE]

%3Cscript%3Ealert%28%22XSS%22%29%3C%2Fscript%3E



XSS Types

* Stored XSS (persistent), where the malicious client-side code that the attacker can
execute is saved by the web site and subsequently retrieved, and executed by a
user, every time a certain page is loaded.

* Relfected XSS (non-persistent), We refer to Reflected XSS in all the cases where the
malicious client-side code that the attacker can execute is not saved by the web
site but is "reflected” within a web page, meaning that the web site takes an user-
controllable input, includes it within a web page (hence the name "reflection") and
serves it to the user within the response of a request.

* DOM-Based XSS, the malicious code is never sent to the web server, meaning that
there's no request begin sent and no response being received by the web browser.
Both Reflected and Stored XSS requires at least one request being sent and one
response being received. Such interaction is carried out by means of the HTTP protocol
which involves sending and receiving HTTP requests and responses. DOM-Based XSS,
on the other end, does not.




XSS Info & Mitigations https://owasp.org/www-community/attacks/xss/

How to Avoid Cross-site scripting Vulnerabilities

XSS (Cross Site Scripting) Prevention Cheat Sheet
DOM based XSS Prevention Cheat Sheet

OWASP Development Guide article on Data Validation
OWASP Development Guide article on Phishing

How to Review Code for Cross-site scripting Vulnerabilities
See the OWASP Code Review Guide.

How to Test for Cross-site scripting Vulnerabilities

See the latest OWASP Testing Guide article on how to test for the various kinds of XSS
vulnerabilities.

e Testing for Reflected Cross site scripting
e Testing for Stored Cross site scripting
e Testing for DOM-based Cross site scripting

-Reserrch ™



XSS Info & Mitigations https://owasp.org/www-community/attacks/xss/
How to Avoid Cross-site scripting Vulnerabilities

e XSS (Cross Site Scripting) Prevention Cheat Sheet
¢ DOM based XSS Prevention Cheat Sheet

1.0utput Encoding/Escaping
2.Input (HTML) Sanitization
3.Cookies security

vulnerabilities.

e Testing for Reflected Cross site scripting
e Testing for Stored Cross site scripting
e Testing for DOM-based Cross site scripting

-Reserrch ™



Attack Pattern - Example

B o -
= Attacker sends script-injected

link to victim (e.g. email scam) Victim

Attacker

e Victim clicks on
link and requests

0010 legitimate website

Malicious script sends
victim's private data
to attacker

Victim's browser loads
. legitimate site, but also
Website executes malicious script

V-Reserrch ™



Attack Pattern - Examplg . Social engineering -

[yo,u,]__ ‘ myself
[link via meet]

‘.. (i) >

o Attacker sends script-injected
link to victim (e.e. email scam
Attacker (€8 )

e Victim clicks on
link and requests
legitimate website

Malicious script sends
victim's private data
to attacker

Victim

Victim's browser loads
. legitimate site, but also
Website executes malicious script

[registro elettronico]

%

V-Reserrch



Agenda

Cybersecurity Topic #3 - XSS [theory 15m + lab 1h]
_* XSS shortintro [15m]
~ » WebGoat lesson (A7 - Cross-Site Scripting) [1h]
"~ Coffee break [10m]

XSS Game (by Google: https://xss-game.appspot.com/) [1h30m]

“At Google, we know very well how important these bugs are. In fact, Google is so serious
about finding and fixing XSS issues that we are paying mercenaries up to $7,500 for dangerous
XSS bugs discovered in our most sensitive products.”

-Reserrch ™


https://www.google.com/about/appsecurity/reward-program/index.html#rewards

Hacking Playground [1h30m]

A7 - Cross-Site Scripting
Follow WebGoat 1-9

00000600000

SKkip these!

U

https://xss-game.appspot.com/

Warning: You are entering the XSS game area

Google

-Reserrch ™


https://xss-game.appspot.com/

Hacking Playground [1h30m]

https://stackoverflow.com/questions/10323392 /in-
javascript-jquery-what-does-e-mean

For the courious ones:

A7 - Cross-Site Scripting * MVC pattern
Follow WebGoat 1-9
*]S e as Event var
00000600000 e 940F = /

SKkip these!

U

https://xss-game.appspot.com/

Warning: You are entering the XSS game area

Google

-Reserrch ™


https://xss-game.appspot.com/
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